


IIpenonasarenb bOY/1I10 BoJsoroackou
odytacTm

«YMII no I'O u YC Boaoroackou odsacTm»

HockoB Biagumup BajenTunoBu4

TeJ : 72-45-32



YI'PO3A KUBEPTEPPOPU3MA,
NHOHATUE KUBEPBE3OIIACHOCTM,
OCHOBHbBIE MEPbI BE3OITIACHOCTH
B OPTAHU3ALUMU B LEJIAX
NPEJOTBPAIIEHUA
KUBEPTEPPOPU3MA,
JAHHUTA NNIEPCOHAJIbHbIX JTAHHBIX
PABOTHUKOB,



IHoHsiTUS «KHMOEepTEeppOPU3MA» U
«KHn0ep0de30macHOCTHY.
Bo3mo:xxkHOCTH ceT UHTEpHET 1JIA
OCYILIIECTBJICHUS TEPPOPUCTHYECKHUX AKTOB.
IIpuMepbl XakepCKUX aTaK Kak crnocoda
peajiM3anuu IKCTPEMUCTCKUX U
TEPPOPUCTUYECKHUX JCHCTBUM.



Onpenenuth MOHATHE <KOMHBIOMEPHBLI meppopu3m» — JOCTATOYHO TPYAHAs 3ajada,
MOCKOJIbKY HEJIETKO YCTAHOBUTH YETKYIO TPAHUIY JJISI OTJIMYMS €r0 OT HHPOPMAIIMOHHON BOMHBI
1 UHPOPMAIIMOHHOTO KpuMHHana. Emle omaHa TpyaAHOCTh COCTOUT B TOM, 4YTO HEOOXOAUMO
BBIJICTIUTh CIEU(UKY UMEHHO 3TOW (Gopmbl TeppopusMa. CaMO MOHATHE <KuOepmeppopuim»
o0pa30BaHO CIMSHHUEM JBYX CJIOB. «Kubepnpocmpancmeo» (chepa JeITEIbHOCTU B
MH()OPMAITMOHHOM OPOCTPAHCTBE, 00pa30BaHHAS COBOKYIMHOCTHIO KOMMYHHUKAIIMOHHBIX KAHAJIOB
NHTEpHETa W JPYTUX TEJICKOMMYHUKAIIMOHHBIX CETEH, TEXHOJOTHYeCKOW HHGMPACTPYKTYPHI,
obecrneunBamiiel ux GYHKIIMOHUPOBAHUE, W JIIOOBIX (hOPM OCYIIECTBIIEMON MOCPEACTBOM HX
HCIIOJIb30BAaHMS YEJIOBEUECKON AKTUBHOCTH) U «MIEPPOPUIMY) .

Hcxonst 3 OCHOBHOTO MOHATHS Teppopusma (cm. 3 Dedepanvnozo 3axona Ne 35-D3 «O
NPOMUBOOCUCMEUU MepPopuU3My) W COUYCTaHHS €r0 C BHUPTYAIbHBIM IIPOCTPAHCTBOM, MOXHO
BBIBECTHU CJICIYIONIEE ONPENCICHUE.

Kuobepmeppopuzm — amo uoeonozuna nHacuiua u npaKkmuka 6030e€UCmeus Ha NPUHAMUE
peuieHus op2anamu 20CyO0apCmeeHHou 61acmu, Op2aHaMu MECMHO20 CAMOYNPAGICHUA UIU
MEHCOYHAPOOHBIMU OPZAHUZAUUAMU, CEAZAHHBIMU C YCMpAWIeHUeM HaceleHus u (uau)
UHbIMU  (hopmamu NPOMUGCONPABHBLIX HACUIbCHIGCHHBLIX OCUCmEUll, cosepuiaemvle 6
UH@opmayuonHom u (uau) KubdepnpocmpaHcmee ¢ UCHOIb30GAHUEM KOMHbIOMEPHBIX
MexXHOo102Ull.

COOTBETCTBEHHO, TIOZ] TEPMUHOM <KUOepmepaKkm» MOXKHO IOHUMATh OCUCmeus no
0€30p2anu3auuu  UHQPOPMAUUOHHBIX CUCHEM, YCMpawalowiue HacejleHue u co3oaroujue
OnAcHoCmb 2udenu uenoeeKa, NPUUUHEHUA 3HAYUMENIbH020 UMYUWECMEEHHO20 yuwiepoa auoo
HACMYNJICHUA UHBIX MANCKUX NOCIE0CMEUIL, 8 UeNAX 6030€UCHEUs HA NPUHAMUE DEeUleHUs
OP2aHaAMU 6NACHMU UNU MENHCOYHAPOOHBIMU OP2AHUZAUUAMU, A MAKNHCE yZP03a CO8ePUIeHUs.
YKaA3AHHBIX 0CUCMBUIL 8 meX Hce UeTAX.




TpaHcrpaHUUYHBIN XapakTep KHOEPIPOCTPAHCTBA, €r0 3aBUCUMOCTH OT CIIOKHBIX HWH(OPMAIIMOHHBIX
TEXHOJIOTUM, AKTHUBHOE WCIOJIb30BAHUE IUIOMIAJI0OK M CEPBUCOB KHOEPHIPOCTPAHCTBA BCEMHU TIpyIIaMu
rpaxkaaH Poccum ompenensitor HOBbI€ BO3MOXKHOCTH, HO MPU 3TOM M Pa3BUBAIOT HOBBIE YIPO3bl JUYHOCTH,
OOIIECTBY U TOCYIaPCTBY.

Yepoza unghopmayuonnon oezonacnocmu Poccuiickoit @edepauuu - cO60KynHocms OeiicCmeuii u
¢axmopos, cozoarouiux onacHocms HaHecenus yuiepoa HaUUOHAIbHLIM UHMEPECaM 6 UHPOPMAUUOHHOU
cihepe. («lokmpuna ungpopmayuonnou oezonacnocmu Poccuiickou Dedepayuu) yTBEpKIcHA YKa30M
[Tpesunenta Poccutickoit @eneparuuor 05.12.2016 1. Ne 646)

OcHosnout y2po30it 6 oonacmu MmexHcOyHaApPOOHOU UHPOPMAUUOHHOU 0e30NACHOCHU ABNACHICA
UCIIOJIb30BaHUE MH(MOPMAITMOHHBIX 1 KOMMYHUKAIIMOHHBIX TEXHOJIOTHM:

a) B KadyecTBe HMH(POPMAIIMOHHOTO OPYXHS B BOCHHO-TIOJIMTUYECKUX WEJIAX, IPOTUBOpPEUAIIUX
MEXITYHAPOIHOMY TIPaBy, JJIsl OCYILECTBICHUS BPaKI€OHBIX JCHCTBHUI M aKTOB arpeccuu, HalpaBJICHHBIX Ha
TUCKPEAUTALIMI0O  CYBEpPEHUTETa, HApyIIEHHE  TEPPUTOPUAJIBHOM  IIEJIOCTHOCTH  TOCYHApCTB U
IPEACTABISIONINX YTPO3y MEXIYHAPOAHOMY MUPY, O€30MaCHOCTH U CTPATETHYECKON CTaOUIIbHOCTH,

0) 6 meppopucmuuecKux ueusax, 6 mom qucie 01a OKA3aHUsA O0eCHmPYKMUGHO20 6030€liCmeus Ha
NeMeHmbl KpUMuUYeCcKol UHGOpMayuoOHHOU UHPpacmpyKmypsl, a makyice 0711 RPONAzaHoObl meppopusma
U npueIeYeHUs K meppopucmuieckoul 0esamenbHOCHmu HO8bIX CHOPOHHUKOG;

B) JUIsl BMEILIATEIbCTBA BO BHYTPEHHHE JEJia CYBEPEHHBIX TOCYIAapCTB, HAPYIIECHUS OOIIECTBEHHOTO
MOPSIKA, PaKUTaHUsT MEKHAIMOHAIBHOM, MEKPACOBOM M MEXKKOH(ECCHOHAIBHOM BpPa)KIbl, MPOIMaraHjbl
PAaCUCTCKUX M KCEHO(OOCKMX HJeH WM TEOpUM, MOPOXKIAIOMMNX HEHABUCTh W JAUCKPUMUHAIHUIO,
MOICTPEKAOIINX K HACHIIUIO;

r) JJIs1 COBEPUICHUS MPECTYIUICHW, B TOM YHCJIE CBSI3aHHBIX C HEMPABOMEPHBIM JOCTYIOM K
KOMIIBIOTEpHOM MH(POpMAIIMK, C CO3JaHUEM, HCIOJIb30BAaHUEM U PACHPOCTPAHEHHEM BPEIOHOCHBIX
KOMITbIOTEPHBIX ITPOTPaMM.

(Ocnosbt 2ocyoapcmeennoil noarumuku poccuiickoil ghedepavyuu
8 00nacmu MexcoyHapoonoil unpopmayuonnoil dbezonacnocmu Ha nepuoo 0o 2020 zooa)



B odumuanbHBIX POCCHMCKHUX JOKYMEHTaxX B 007acTd HHOOPMAIMOHHOM
0€30I1aCHOCTH TEPMHH «KHOepOE€30MacHOCTb» HE BBIJICIACTCS M3 O0beMa IIOHSATHS
«AH(OpMAIIMOHHAST OE30IIaCHOCTH» U HE UCIIOIB3YETCS OTACIBHO.

UHngopmayuonnas _6e3onacuocmsv__Poccuunickou Dedepauuu - cocmosanue
3AUUUEHHOCIMU JIUYHOCIU, 00UeCcmea u 20cyoapcmea om HympeHHUX U 6HeUIHUX
UHPOPpMAUUOHHBIX  Y2P0O3, HPU  KOMOPOM  00eChedyusaiomcs  peaiu3auus
KOHCIUMYWUOHHBIX NPAB U C60000 UenoseKka u 2parcoaHuna, 00CmouHbvle Kauecmeo
U YPOBEHb MHCUZHU ZPANHCOAH, CYyBEPEeHUMEm, MePPUmOPUAIbHAA UENOCHIHOCHb U
ycmouuueoe COuuaibHo-IKOoHomuueckoe pazeumue Poccuinickou @Deodepauuu,
ooopona u 0OezonacHocmov 2ocyoapcmea. («doxmpuna unpopmauuonnou
oezonacnocmu  Poccuiickou @Dedepauuu» yrBEpXKIcHa YKazom Ilpe3naeHta
Poccumiickoit @enepanmm ot 05.12.2016 1. Ne 646)

B ogHoM u3 HeoduiuanbHbIX J0KyMEeHTOB CoBeTa dDenepanuu deaepaibHOIO
CooOpanuss Pocculickoit ®enepanun  — npoexkme «Konuenuyuu Cmpamezuu
Kuoepoeszonacnocmu Poccuiickou @edepauuuy - KubdepodezonacnHocmsb TOHUMACTCH,
Kak Oojiee y3KO€ IO CMBICIY IIOHATHE, YeM UHGOpMauuoHHas 0e30nAcCHOCmb WU
O3HA4Ya€T COBOKYHHOCHIb  YCI08UUl, NPU  KOMOPHIX 6Ce€  COCMAasaalouiue
Kubepnpocmpancmea 3auiuuieHbl Om MAKCUMAIbHO 603MOMNCHO20 YUCAA Y2PO3 U
6030€UCMEUIL C HeNCEeIAmenbHbIMU ROCIE0CMEUAMU .




HMHTEepHET Kak TEXHOJIOTUS 00sI3aH CBOMM POXKJICHUEM aMEPUKAaHCKUM BOCHHBIM. B Hauase
70-X TOOB MPONLIOrO CTOJETHS crenuanucTel [leHtaroHa pa®oranu Haj TeM, Kak CHENarh
BOCHHBIE KOMMYHHMKAIIUH HEYSI3BUMBIMHU JJIA siiepHOUM ataku (co ctopoHbl CoBerckoro Corosa).
Brixoq ObUT HaiiIeH B CO3JIaHUM JECHECHTPAIM30BAHHOW CETH MOAKIIOYEHHBIX JIPYr K APYTY
KOMIIBIOTEPOB, TJI€ BBIBOJ M3 CTPOSl JOCTATOYHO OOJBIIOTO KOJWYECTBA Y3JI0B, COCTABISIONIUX
CeTh, HE BIUSET Ha JOCTABKY JaHHBIX. YXe B KoHIEe 80-x HHTepHET OBLT OTKPBIT JIs
KOMMEPUYECKOTO UCIIOJIb30BAHUS.

CerogHss MOXHO TOBOPUTH O TOM, YTO MHTEpHET OXBaThIBA€T BCE CTPAHBI MUpPA, TaK Kak
Onmarogapsi NPUMEHEHHUIO HOBBIX TEXHOJOTHM (MCHOJb30BAHUE MOOWIBHBIX CIYTHUKOBBIX
YCTPOMCTB CBA3M) K CETU MHTEpPHET MOXHO MOAKIIOYUTHCS M3 JII0OOW TOYKM 3E€MHOIO IIapa.
Ecam ke TOBOpUTH O pa3BEepHYTOM HHPPACTPyKType, TO B TakoM KOHTekcTe WMHTepHer
oxBarbiBaeT cerofgHs Oonee 150 crpan mwupa. B Poccuu, mo pa3HbIM OLIEHKaM, YHUCIO
noJyib3oBarenieil UutepHera cocrasisieT ot 3,5 10 8 MUJIJTMOHOB YEJIOBEK.

[Ippu sTomM WHTEpHET MNO-TIPEKHEMY OCTAETCS HEKMM BHUPTYaJbHBIM «CBOOOIHBIM
OPOCTPAHCTBOM», JEMOKPATHEN B BBICHIEM CBOEM IPOSBICHUM, IJ€ KaXIbld BOJEH CBOOOIHO
u3jiararb CBOY B3IVIAJBI. TpaHCHAIMOHAIBHBIE TEPPOPUCTUYECKUE OpraHU3allii, B TOM YUCIIE U
«Anp-Kanga», 10  [JOCTOMHCTBY OLECHWIM  JEMOKPAarTu3M IPAKTAYECKHM HUKEM  HE
KOHTponupyeMor CeTH M aKTUBHO HCHOJIB3YIOT €€ KaK JJIs MPOIMarasipl CBOMX B3IVISAIOB, TaK U
IUIL HENTOCPEACTBEHHOU MTOATOTOBKU TEPPOPUCTUYECKUX AKTOB.

Bo3MoxxHocTtn MHTEpHETAa 1O pacnpOCTPAHEHUIO UH(POPMALIMU U €r0 MH(POPMALHMOHHOMY
BO3JICUCTBUIO HE MEHBIIE, YEM Yy TPAJUIMOHHBIX CPEICTB MAacCOBOW MH(POpPMAIMU, TAKUX KaK
ra3etbl, paguo u teneBuacHue. OOMUpPHBIE BO3MOKHOCTH MHTEpHETAa aKTHMBHO HCIIOJIB3YHOTCS
Pa3IUYHBIMU DKCTPEMUCTCKUMU U TEPPOPUCTUYECKMMHU OpPraHU3alUsIMU Ui IIpOIlaraH/bl
pPacoBOM, PENUTHO3HOM U APYTUX (DOPM HETEPIUMOCTH.



Ilesn MCIOJIL30BAHNSA TeppPOopUcTaMu ceTH MHTEpHET BecbMa pa3HOOOpa3HBI.

- o0OecmedeHne JOCTyna K CpPEeACTBaM MAacCOBOM HMHGOpPMAIMM H HpoIaraHja
TEPPOPUCTUYECCKOUN JICATEIILHOCTH,

- CO3/IaHHE CANTOB C MOJAPOOHON MH(POPMALIMEN O TEPPOPUCTUUYECKHUX IBUKCHUAX,
UX [elIX W 3aja4dax, NOyOoJuKalys JaHHBIX O BpPEMEHHM U BCTpeYe JIIOJACH,
3aMHTEPECOBAHHBIX B IOIJACPKKE TEPPOPUCTOB, YKa3zaHUM 0 (hopMax MpoTecTra W T.I.,
TO €CTh OKa3aHUE CHHEPreTUYECKOro BO3JCHCTBHUS Ha ACATEIbHOCTH TPYIIII,
HOAACPKUBAIOIIUX TEPPOPUCTOB;

- UCmoJib30BaHue MHTepHeTa Ay OOpallleHUs] K MAacCOBOM ayqUTOPUM C IIEJIbIO
COOOIIEHHS 0 OYIYIINX U YK€ CIUNIAHUPOBAHHBIX JCHCTBUAX Ha CTPAHUIAX CAMTOB WJIH
pacchUlKa IMOJOOHBIX COOOIIEHUM MO DSJCKTPOHHOM IIOYTE, a TakKKe IMpeaaHue
TEPPOPUCTAMU C MOMOIIBI0 MHTEpHETA NIUPOKOM IITACHOCTU CBOEU OTBETCTBEHHOCTH
3a COBEPIICHUE TEPPOPUCTHUUCCKUX AKTOB;

- BcemupHas nmayTuHa ciocoOHa MHUITMMPOBATh MCUXOJOTHYECKUN TeppopusM. C
noMoIpo HMHTEepHEeTa TEPPOPHUCTHUECKHE OpraHM3allid CEHT MaHUKY, BBOASAT B
3a0Ty>KJICHHE, IIPUBOIAT K pa3pyIlICHUIO SMOIMOHAIBHBIX U ITOBEACHUYECKUX YCTAHOBOK
MHJIUBU/IA.




Cerogns B IHTepHETEe PYHKIMOHUPYET OOJIBIIIOE KOJUYECTBO MH(DOPMAIIMOHHBIX
pecypcoB (CalTOB), CIOCOOCTBYIOIIMX PAa3BUTHIO KCEHOPOOMM M IKCTPEMHU3MA.
YC10BHO Takue caliThl MOKHO PAa3ieJINTh HA YeThIipe OCHOBHbIE IPYIIIBI.

1. CailTbl, HEMNOCPEACTBEHHO pACHPOCTPAHSIONINE HJACH OAKCTpEeMH3Ma,
cernaparu3Ma M TeppopusMa. B 4acTHOCTH, yepe3 TakKue pecypchl MEKIYHApOJHbIC
TEPPOPUCTUUECCKHE OpraHU3alMyd MPAKTUYECKH OCCHPENITCTBEHHO OCYIIECTBISIOT
npornaraHay paguKadbHBIX TEUEHHM HCJIaMa, MNPOMOBEAYIOIIUX HACH JDKUXajga M
OOpHOBI C KHEBEPHBIMI.

2. HuabopmallMOHHBIE PECYpPChl, OCYIIECTBISIONME HWHOOPMALMOHHYIO U
(OMHAHCOBYIO TIOAACPKKY MPEACTABUTENICH MEXAYHAPOJIHBIX TEPPOPUCTUYECCKUX
OpraHu3anuid. OTH CaWThl MNPHU3BIBAIOT K COBEPIICHUIO TEPPOPUCTUUECKUX aAKTOB,
MPOIAraHAUPYIOT CenapaTu3M, PEIMTHO3HYK HETEPIHUMOCTh W MEXKHAI[MOHAJIbHYIO
PO3Hb.

3. Caiitbl, paz:xuramonpe KceHopoOH Ha OCHOBE pacOBOW WJIM HALIMOHAJIbHOM
npuHajae)kHocTH. K~ HHMM, B  YaCTHOCTH, OTHOCATCA HHTEPHET-PECYPCHI
AHTUCEMUTCKOIO Xapakrepa.

4. IaTepHET-pecypchl CIPABOYHOIO XapakTepa, HalpSIMYI HE MPU3bIBAIOIIME K
MPOTHBOIIPABHOM JESITEIHbHOCTH.




IIpuMepbl XaKepCKUX aTak
KaK Crnocoda peajm3anuu 3KCTPEMUCTCKUX U TEPPOPUCTHYECKUX JIEHCTBHIA.

Bupyc Stuxnet 2010 zooa: 6nokuposana adepuas npozpamma Upana

DOta BUpyCHas MporpamMma, KOTopas BECHJIa MEHee OJHOro MerabaiiTa, Oblia 3amyIieHa B CETh
MPAHCKUX SIACPHBIX 3aBO/IOB. Korma BUPYC AOCTHUT TOYKH HA3HAYCHHMS, OH B3SJ1 IMOJ KOHTPOJIb BCIO
CHCTeMy. 3aTeM OH IIpHKa3all IATH ThICSYaM YypPaHOBBIX IIEHTPpU(Yr BpamarhCcs O3 KOHTPOJIS,
BHE3aITHO OCTAaHABJIMBAThCS, a 3aT€M CHOBAa HAYMHATH BpaIllCHUE, MTapalJIeIbHO MOChLIAs OTYETHI O TOM,
YTO BCE B MOPSJAKE. JTa XaOTHYHAS MAHUMYISAIHS MPOAO/DKAIACh B TeueHHE 1/ MecsIeB, 3aCTaBIIss
3aBO/BI JKUTh CBOCM COOCTBEHHOM J>XKHM3HBIO, a pab0O4YMX M YYEHBIX COMHEBAThCA B COOCTBEHHOM
paccyake. I Ha TpOTSHKEHMHM BCEro ATOr0 BPEMEHHM HHUKTO HE 3HAJ, 4TO IpoucxoauT. KoBapHas u
CKpbITHAsl aTaka IIpUHEC]a OOJbIle Bpeaa, 4YeM €ciad Obl 3TH HEHTpUyru ObLId OBl MHPOCTO
YHUYTOXKECHBI. BUpYyC Bl THICSAYM CIIEIIUAIMICTOB IO HEMPABMJIBHOMY ITyTH B TEUCHHE IIOIyTOpa JIET,
OTPATUB THICSYN YacCOB paOOThl U YPAaHOBBIE PECYPCHI, OIICHHBAECMbIE MUJIMOHAMH JIOJUIAPOB. DTOT
XaK 3allOMHUJICA KaK pa3MaxoM, TaK M XUTPOCTHIO. BHUPYC aTrakoBasl SACPHYIO MpPOrpaMMy CTpaHBI,
KOTOpasi Haxoaujach B coctosHur KoH(pnukra ¢ CIIIA u apyrumMu MEUPOBBIMHU ACp KaBaMH, a TaKKe OH
oOMaHbBIBaJ THICSIYHM HAYYHBIX paOOTHUKOB B TEUCHHE MOJIyTOpA JIET, OKa OH CKPBITHO BBITTOIHSI CBOIO

IPS3HYIO 3a71a4y.

Spamhaus 2013 zo0a: kpynueiwana DDOS-amaka 6 ucmopuu
DDOS-ataka — 3To0, IO CyTH, TOTOK JaHHBIX. MCMONB3ysl HECATKH KOMIIBIOTEPOB, KOTOPBIC
MOBTOPSIOT OJTMHAKOBBIM CUTHAJ ¢ OOJIBIIION YaCTOTOM M Ha BRICOKOM YPOBHE IITyMa, XaKephbl OyKBaJIBHO
3aTaIUIUBAIOT U TIEPErpyKaloT KOMIIbIOTEpHbIE cucTeMbl B uHTepHeTe. B mapre 2013 roma sta
koHkperHass DDOS-araka okazamach HacTONBKO OOJBIIONH, YTO OHA 3aMemjiniia padoTy BCEro
MHTEPHETA BO BCEM MHUpE, a TaKXKE MOJHOCTHIO OTKIIOYUJIO €0 B HEKOTOPBIX YaCTSIX MUpaA Ha IIeJIbie
Yachl.




OcHoBHBIC NTPUHIUIIBI KHOep0e30MacHOCTH
OpraHu3amum.

Opranuszanust 0e30nMacHoOro A0CTyna K ceTu
UHTEepHET ¢ padouynux MeCT B OPraHu3anum.
KoHTeHT-QujabTpanusa uHpopMamum.

U cnoab30BaHe COBPEMEHHOI0 MPOrPaMMHOI0
o0ecnevyeHust 1Jisl 3alIUTHI JAHHBIX OPraHu3anuu
OcHoBHbIE TpeOOBaHMA K 0€301ACHOCTH
Ipu padore ¢ MporpaMMHbLIM o0eceuYeHneM,
npu padoore B cetu UHTEepHET.



B omiiune oT 00BIYHOTO TEPPOPHUCTA, KOTOPBIN JI JOCTUKEHHUSI CBOMX 1I€JIEH UCTIONIB3YET B3PhIBUATKY
WIN CTPEIIKOBOE OpYKHUE, KHUOEPTEPPOPUCT HCIOIB3YET COBPEMEHHBbIE HWH(POPMAIIMOHHBIE TEXHOJOTHH,
KOMITBIOTEPHBIE CHUCTEMbl W CETH, CIEUHUAIbHOE NPOrpaMMHOE oOOeclneyeHue, MNpeaHa3HAYEHHOE ISl
HECAHKIIHOHUPOBAHHOIO MPOHUKHOBEHHSI B KOMITBIOTEPHBIE CHCTEMBI M OpPTaHU3AlUK YIAJCHHOW aTaKh Ha
MH(OPMALIMOHHBIE PECYPCHI KEPTBBI. B IIEpBYI0 0uepesib —3TO KOMnbIOmMeEpHbvle NPOZPAMMHbBIE 3AKAAOKU U
aupycwl, B TOM YUCJIE U CETEBbIE, OCYIIECTBISIIONIME ChbEM, MOAU(DUKAIIUIO WIH YHUUYTOXKEHUE UH(OpMALIIH,
TaK Ha3bIBa€MblE€ «IOTUYECKHE OOMOBI», «TPOSHCKHE» MpOrpaMMbl M HHBIC BHUIbI HWH(POPMALIMOHHOTO
OpYXKHSL.

B kubepnpocTtpaHcTBe MOryT OBITh HCHOJIb30BAHbl pA3IUYHbIE NPUEMbl ONA COBEPUICHUA
meppopucmu4ecKoz0 aKma.

- HaHeceHue yuiepOa OTHEIbHBIM  3JEMEHTaM KHOEpHpOCTPAaHCTBA, pPa3pylLIeHUE CETe
DIIEKTPONUTAHUS, HABEICHUE TIOMEX, HCIOJIb30BAaHUE CHEUUAJIBHBIX MPOrpaMM, CTUMYIUPYIOLIUX
pa3pyllIeHUE alllapaTHbIX CPEACTB;

- XWILIEHHWE WIA YHUYTOXKEHUE HH(POPMALIMOHHOTO, MPOrPaMMHOIO W TEXHUYECKOTO PECYpPCOB
KHUOEpPIPOCTPAHCTBA, HMEKOIIUX CTPATETMYECKYI0 3HAYUMOCTb, IIyTEM TMPEOAOIEHUS CUCTEM 3allUTHI,
BHEJIPEHUS BUPYCOB, IPOTPAMMHBIX 3aKJIaJ0K;

- BO3JICHCTBHE Ha MporpaMMHOE oOOecreueHHe W HUH(OpPMAIMI0 C LENbI0 MX HCKAKEHUS WU
MOAU(UKAIIMK B HHPOPMALMOHHBIX CHCTEMAX W CHUCTEMax yIOPAaBIEHUS; PACKPhITUE U Yrposa
OnyOJIMKOBaHUS 3aKpbITOM wuHGOpMAUM O (PYHKIHMOHUPOBAHMHU HHOOPMAIIMOHHONW HHQPPACTPYKTYphI
rocyaapcTBa, OOIIECTBEHHO 3HAUMMbIX W BOCHHBIX HH(MOPMAIMOHHBIX CHCTEM, KOJOB IIH(pOBaHUS,
MpPUHLKIAX pabOThl CUCTEM MHU(PPOBAHUSA;

- 3aXBaT KaHAJIOB TEJIEKOMMYHUKAIMOHHOIO BEIIAHUS C LIEJIbI0 PacpOCTpaHEHUs AE3WH(POpMALINH,
CIIyXOB, JIEMOHCTPALIMU U MOIIM TEPPOPUCTUUECKOM OpTraHU3alUU U OObSIBJIEHUS CBOMX TPEOOBAHUI;

- YVHUYTO)KEHUE M AKTUBHOE MOAABJICHUE JIMHUI CBSA3M, HENpaBUJIbHAA aJpecallusi, UCKyCCTBEHHAs
neperpy3ka y3jaoB KOMMYHHUKallMW, BO3JCHCTBUE Ha ONEPaTopoB, pa3pabOTUYMKOB HH(OPMALMOHHBIX U
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM C 1I€JIbI0 COBEPILICHUSI MU MEPEUHNCICHHBIX BbIIIE JEHCTBHIM.



Oobecneuenue uH@GOpMAUUOHHOU _0e30NACHOCMU - OCyuiecmeienHue
83AUMOYBAZAHHBIX NPABOBLIX, OP2AHUIAUUOHHBIX, ONEPAMUBHO-DA3bICKHDIX,
PazeeovleamenvHblX, KOHMPPA3BEObl6AMEAbHBIX, HAYYHO-MEXHUUECKUX,
UHPOPMAUUOHHO-AHATUMUYUECKUX, KAOPOBLIX, IKOHOMUUECKUX U UHBIX Mep
HO RNPOZHO3UPOBAHUIO, OOHAPYHCEHUIO, COEPHCUBAHUIO, NPEOOM BDAULEHUIO,
OMPAIHCCHUIO UHPOPMAUUOHHBIX Y2PO3 U JAUKBUOAUUU NOCTEOCHEUN UX

npPoOABIAECHUA.
Obecneuenue ungopmauuonnoil 0e3onacHocmu OCyuiecmeiaemcsa Ha
OCHOGge couemanus 3aKOHO00amelbHOl, nPABONPUMEHUMENTbHOI,

NPABOOXPAHUMENbHOU, CYOEOHOU, KOHMPOIbHOU u  opyaux opm
0esamenbHOCmu 20CYy0apCmEEeHHbIX OP2AHO8 80 63AUMOOCUCHEUU C OP2AHAMU
MECMHO20 CAMOYNPABICHUA, OP2AHUSAUUAMU U 2DAHCOAHAMU.

(«lokmpuna ungpopmayuonnou oezonacnocmu Poccuiickou @Dedepavuuy
yTBepkaeHa Yka3om [Ipesunenta Poccniickoit @enepanum ot 05.12.2016 1. Ne 646)



Cucmema _obecneuenus __un@opmMayuoHHOU __0e30nacHOCmU - COB0KYHHOCHMb CUJL
obecneueHus UHPOPMAUUOHHOU 0E30NACHOCHU, OCYULECHBIAIOUWUX CKOOPOUHUPOBGAHHYIO U
CNJIAHUPOBAHHYI0  OCAMETbHOCHb, U  UCHOAb3YEMBIX UMU  CPeOcmeé  obecheyeHus
uHopmauuonnoll 6ezonacHocmu.

Cunvl_odecneuenus unH@opmauuoHHoU _0e30nacHocmu_- 20Cy0apcmeeHnbvle op2amHsl, a
maksce nOOPA30eNeHUss U O0JHCHOCMHbBIE JUUA 20CYOAPCHBEHHBIX OpP2aH08, O0p2aHos
MECMHO20 CAMOYRPABIEHUA U OP2AHU3AUUIL, YNOJTHOMOYEHHbIE HA PeuleHUe 8 COOMBEmM CIEUN
¢ 3akonooamenvcmeom Poccuiickoit @edepayuu 3a0au no obdecnevyeHur) UHPOPMAUUOHHOU
0ezonacnocmu.

Cpeocmea __obecneuenusn UHDOPMAUUOHHOU 0ezonacnocmu - npaeoevle,
OP2aHU3AUUOHHblE, MEXHUUECKUe U Opy2ue cpeocmaea, UCHOb3yemble CUlamu odecnedeHus
unopmayuonnou 6e3onacHocmu

Cucmema odecneuenus UHGOPMAUUOHHOU DE30NACHOCHIU AGIACHCA YACHIbIO CUCHIEMDL
obecneuenus HayuoHanvbHou 6ezonacnocmu Poccuiickon @edepayuu.

Cucmema obOecneueHus UHPOPMAYUOHHOU 0Oe30nNACHOCMU CMPOUmMCA HA OCHOGe
PA32PAHUYEHUA HNOTHOMOYUN OpP2aAHO8 3AKOHOOAMENbHOU, UCHOJTHUMEIbHOU U CYOeOHOU
gracmu 6 OaHHOU cghepe ¢ yuemom npeoMemos 6e0eHus eoepanvHblX O0pP2anos
20CY0apCmMEEeHHOU 61ACHIU, OP2AHO8 20CY0apcmeeHHou eaacmu cyovekmoe Poccuiickou
Dedepayuu, a  makice  OP2AHO8  MECHHO020  CAMOYRPABICHUA,  ONPEOenACMbIX
3axonooamenvcmeom Poccuiickoii edepauuu 6 ooacmu obecnevenuss 0€30nAcCHOCmu.

Cocmaeé cucmemwvl obecneueHus UHPOPMAUUOHHOU OE30NACHOCMU ONPEOeNAem CA
Ilpezuoenmom Poccuiickou @edepavuu.

(«lokmpuna ungopmayuonnoii oezonacrnocmu Poccuiickoiu @edepavyun)

yTBeprkacHa Yka3zoMm [Ipesuaenra Poccuiickoii @eneparuu ot 05.12.2016 1. Ne 646)




Opzanu3auuoHHy0 __OCHO8Y __cucmembl __o0ecneuyeHus __UH@GOpMAUUOHHOU __ 0e30NnACHOCHU
cocmasaawm. Coeem @Deodepayuu Dedepanvrnozo Coopanua Poccuiickoii @Deodepauuu,
Tocyoapcmeennaa /[yma Deoepanvnozo Coopanus Poccuiickou Dedepauuu, IIpasumenvcmeo
Poccuiickou @eoepauuu, Cosem be3zonacnocmu Poccuiickoit @Dedepauuu, heoepanvhnovie opzamnsl
ucnoanumenvhoi earacmu, Ilenmpanoustii 6ank Poccuiickon Deoepauyuu, Boenno-npomviuinennan
komuccua Poccuiickon @edepayuu, mexceedomcmeennvle opzamnsl, cozoasaemvle IIpesudenmom
Poccuiickou @edepauuu u Ilpasumenvcmeom Poccuiickoii Dedepauuu, op2anvl UCnOIHUMETbHOU
eénracmu cyovekmoe Poccuiickoii ®edepauuu, opzanvt MecmHO20 CAMOYRPABICHUA, OP2AHbBI
Cy0eOHOoUl enacmu, HNPUHUMAIOWUE 6 COOmeemcmeuu ¢ 3axkonooamenvcmeom Poccuiickoi
Deodepayuu yuacmue 6 peuleHuU 3a0a4 no 0decnedeHuIo UHPOPMayUOHHOU De30NACHOCHIU.

Yuacmnuxkamu _cucmemvl __obdecneuenusns _uHGOpMaAUUOHHOU __0E30NACHOCHIU __ AGIAAIOMCA
COOCMEBEHHUKU 00BbEKMO08 KpUmuueckoi UHOOPMAUUOHHOU UH@paAcmpPyKmypsl U op2anu3auuu,
IKCHIIyamupyrouiue maxkue o00veKkmsvl, Cpeocmea Maccoeoi uUHPoOpMauuuU U  MaAcCCcoBbIX
KOMMYHUKQUUIL, OpP2AHU3AUUU OE€HEHCHO-KPEeOUmHOU, 6aII0OMHOU, OAHKOBCKOU U UHBIX cep
¢unancoeozo peinka, onepamopul ceéa3u, onepamopvl UHPOPMAUUOHHBIX CUCHIEM, OP2AHU3AUUU,
ocyuiecmenaouwue 0esameibHOCms N0 CO30aHUI0 U IKCHIAYAMAUUU UHPOPMAUUOHHBIX CUCHEM U
cemeil ceA3U, NO pazpadomke, NPOU3COOCMEY U IKChHAyamMmauuu cpeocme obdecneueHus
UHGOPMAUUOHHOI De30naACHOCHU, N0 OKA3AHUIO YCy2 6 001acmu obecneueHus UHQOPMAUUOHHOU
0e3onacHocmu, Op2aHuU3AuUU, OCYW,eCmeaaluiue 00pa3oeamenvHylo 0esameabHoCms 6 OAHHOU
obonacmu, oo0uiecmeeHHvle O00bEOUHEHUA, UHbIE OP2AHU3AUUU U 2padicoaHe, Komopwvie 6
coomeemcmeuu ¢ 3akonooamenvcmeom Poccuiickoit Dedepayuu yuacmeyrom 6 peuieHuu 3a0ay no
obecneyenu0 UHPOPMAUUOHHOU DE30NACHOCMU.

(«lokmpuna ungpopmauyuonnou 6ezonacnocmu Poccuiickonu Dedepavuu
yrBepxkacHa Yka3oM IIpesuaenra Poccutickoit @eneparnumor 05.12.2016 . Ne 646)




Jaoauamu___20Cy0apCmeEeHHbIX __ OP2AH08 6 DAMKAX __ 0esAmeabHOCHU ___ NO
obecneuenuo UHPOPMAUUOHHOU DE30NACHOCHU ABJIAIOMCA'

@) obOecneuenue 3auiumvl NPAE U 3AKOHHBIX UHMEPECO8 2PAHCOAH U
op2anu3ayuil 6 unopmauuonnoi cepe;

0) ouenka cocmoaHua UHPOPMAUUOHHOU 0e30nacHOCmU, NPOZHOZUPOBAHUE U
ooHapyscenue - UHPOPMAUUOHHBIX  Y2PO3,  ONpedeleHue  NPUOPUMENHbIX
HANpPaeIeHull ux npedomepauieHus U TUKSUOAUUU ROCIEOCMBUIL UX NPOAGTIECHUA;

8) naanuposanue, ocyuiecmeieHue u oueHka IQpexkmusnocmu Komniekca mep
no ooecneyeHu0 UHGOPMAUUOHHOU DE30NACHOCMU;

2) opzanuzauua OesameIbHOCMU U KOOPOUHAUUA 63AUMOOCUCHEUA CUJL
obecneueHus UHPOPMAUUOHHOU 0E30NACHOCMU, COBEPUIEHCHBOBAHUE UX NPABOBO2O0,
OP2aHU3AUUOHH 020, OnepamueHo-pa3viCKHO20, Pa36eo0vleameibHO20,
KOHmMpPpPAa3eeovleameibHo20, HAy4HO-MEeXHUYEeCKOo20, UHpOpMaAYUOHHO-
AHATUMUYECKO20, KAOP08020 U IKOHOMUUECKO20 00ecneueHuUst,

0) 6bIpAbOMKaA U peanuzauus mep 20Cyo0apCcmeeHHOll NOOOEPIHCKU OPZaHU3AUUIL,
OCYULEeCMENAIOUUX 0eAMEIbHOCHb N0 pa3padomke, npou3e00Cmey U IKCna1yamayuu
cpeocme obecneueHus UHGOPMAUUOHHOU 0€30NACHOCHMU, NO OKA3AHUI0 YCAY2 6
oonacmu obdecneueHus UHGOPMAYUOHHOU De30nacHocmu, a MaKyce OPpeaHu3auui,
OCYULEeCMBIAIOUUX 00PA306AMENbHYI0 0EAMENbHOCHb 8 OAHHOU o0nacmu.

(«loxkmpuna ungpopmayuonnou oezonacnocmu Poccuiickou @edepavuu
yrBepkaeHa Yka3zoMm [Ipesuaenta Poccutickoit @eneparumor 05.12.2016 . Ne 646)




Jadauamu_20cyoapcmeeHHbIX 0P2aAH08 8 PAMKAX 0esAmeIbHOCHU N0 _PA38UMmuIo
U_COBEPUIEHCMBOBAHUIO _CUCHEMbl_0DecnedeHus UHPOpMAUUOHHOU_De30nacHocmu
AGAIOMCA '

@) YyKpenjieHue 6epmuKaiu YNpaejieHus U WeHmpaiu3ayus cul odecneuenHus
unpopmauyuonnou - 6ezonacHocmu  Ha - peoepanvHoM,  MeMHCPECUOHAIbHOM,
PEUOHATBHOM, MYHUUUNATbHOM YPOBHAX, a4 mMAaK)3ce HA YpoéHe O00beKmoe
uH@opmamuzayuu, onepamopos UHGOPMAUUOHHBIX CUCEM U Cemell CéA3U,;

0) cosepuiencmeosanue opm u mMemooo8 63auUMO0CUCMBUs CUl 0DecCneueHUs
UHDOPMAYUUOHHOI 0€30NACHOCHMU 6 UENAX NOGLIMEHUA UX 20MOBHOCHU K
HPOMUBOOCUCMBUI0 UHGOPMAYUOHHBIM YZPO3AM, 8 HOM YUCIE NYMEM PezYyAAPHO20
npoeeoeHus1 mpeHupoBokK (yueHuil);

8) coeepuieHcmeoganue UHOOPMAUUOHHO-AHATUMUYECKUX U  HAYUYHO-
MexXHUYEeCKUx acnexkmoe ¢yukyuonuposanusn cucmemul obecneuenusn
UHpoOpMayUOHHOIl Oe30nacHocmu;

2) noeviuwienue IPhekmugHocmu 63aumMoOeiicmeus 20cyoapCmeeHHblX 0p2anos,
OP2AHO8 MECMHO20 CAMOYNPABNECHUA, OP2AHUAUUN U 2PANCOAH NPU PeuleHUU 3a0aY
no obecneueHu0 UHPOPMAUUOHHOU DE30NACHOCIU.

(«loxkmpuna ungpopmanuonnou oezonacnocmu Poccuiickou Dedepavuuy
yTBepkaeHa Yka3om Ilpesunenra Poccuiickoit denepamumor 05.12.2016 1. Ne 646)




HeamenvHocmy 20CY0apCH6eHHbLX 0P2aH08 no obecneuenuo
UHPOPMAUUOHHOU 0E30NACHOCHU OCHOBbIBACHICA HA C1EOVIOULUX RPUHUUNAX

@) 3AKOHHOCMb 00UW|eCHBEHHBIX OMHOWIEHUI 6 UHGOpMAUUOHHOU chepe u
npagoeoe pAaGeHCmEO 6cexX YUACMHUKOS MAaKuxX OMHOWEHUIl, OCHOBAHHbIE HA
KOHCMUMYYUOHHOM Rpaee 2paxcoan c60000HO uckamv, noOJayuamsv, nepeoasamb,
npPoOU3800UmMb U PACRPOCMPAHAMb UHPOPMAUUIO TH00bIM 3AKOHHBIM CHOCOOOM;

0) KOHCmMpYKmMUEHOe  63aumooeucmeue  20CY0apCmeEeHHbIX  OpP2aHOe,
OP2AHU3AUUIL U 2PAXHCOAH NPU peuleHUU 3a0ay no odecneueHur) UHPOPpMAUUOHHOU
be3onacnocmu;

8) cooOnr00enue dananca mexcoy nompeoHoCmvlo 2paxcoamn 6 c60000HOM 0OMeHe
uHopmayueil u 02paHuYeHUAMU, CEA3ZAHHLIMU C HE00X00UMOCHIbIO 00ecneueHus
HAUUOHAIbHOU 0€30NACHOCHU, 8 MOM YUUC]IE 8 UHPOpMaUUOHHOU chepe;

2) O0oCmamoyHoOCmMb CUl U cpeocme obecneueHus UHPOPMAUUOHHOU
Oe3onacnocmu, onpeoenaemas 6 mMOM UUCAe NOCPEOCHEOM NOCHIOAHHO20
OCyuiecmeneHus MOHUMOPUH2ZA UHPOPMAUUOHHDBIX Y2PO3;

0) coonrodenue 00U enpU3HAHHBIX NPUHYUNOB U HOPM MENHCOYHAPOOHO20 npaea,
MeENHCOYHAPOOHbIX 002080p06 Poccuiickon Dedepauuu, a makiice 3aKkoH00amen1bcmea
Poccuiickon @Deoepauuu.

(«Jlokmpuna ungpopmayuonnoii vezonacnocmu Poccuiickou ®Dedepavuuy

yIBepkaeHa Yka3oMm Ilpesunenra Poccuiickoit denepammumor 05.12.2016 1. Ne 646)




Oonaoamenem ___ungpopmauuu modxcem 0Ovimv 2parcoanun (gusuueckoe auyo),
puouueckoe auuo, Poccuiickaa @eodepauusn, cyovekm Poccuiickon @edepayuu,
MYHUUURAILHOE 00pa3zoeanue.

Oonadamensv_undopmavyuu, eciu unoe He _npedycmMompeno gheoepanpHolmu_3aKoOHaAMU,
enpase:

1) pazpewmamsv unu ozpanuuueamsv Ooocmyn K uHpopmauuu, onpeoenimsv HOPAOOK U
yCl08us MAKo20 00CMyna,

2) ucnonv3oeamv uHgopmauuio, 6 MoM uucie pPACHPOCHMPAHAMb ee, N0 CEOeMY
YCMOMPEHUID;

3) nepeoasamev unghopmayuio opyzum auuam no 002080py Uiu HaA UHOM YCHIAHOGICHHOM
3AKOHOM OCHOBAHUU,

4) 3awumwams YCMAHOBNECHHbLIMU 3AKOHOM CROCOOAMU Cc80U Npaea 6 ciayuae
HE3aKOHHO020 NOJIyYeHUA UHpopmayuu uiu ee He3aKOHH020 UCHONBb306AHUA UHBIMU TUUAMU;

5) ocymecmenames unvle oeiicmeus ¢ unHgopmayuen uiu papewams oCyuiecmeieHue
makux oeucmeuil.

Qonaoamens unghopmauuu npu 0CyuLecme1eHUU C60ux npaes 00a3an .

1) coonwoame npasa u 3aKonmnsvle unmepecsl UHBIX TUY;,

2) npunumamos mepsvl NO 3auiume uHpopmayuu,

3) ocpanuuueamsv oocmyn K uH@opmauuu, eciu maxas 00A3AHHOCHb YCHIAHOBNEHA
geoepanvnvimu 3aKonamu.

Deoepanvuotit 3akon om 27.07.2006 Ne 149-D3 « 06 ungpopmauuu, ungpopmauuonnvix
mexHo02uAX U 0 3augume ungopmavuu (¢ peo. om 19.07.2018)




Opzanuszauyua o0e3onacrHozo oocmyna X cetu HHTepHET ¢ pabodyux MECT B OpraHuM3aluu
6KlOUaem € cefs KOMIUICKC TIPABOBBIX, OPraHU3AIMOHHBIX W TEXHUYECKUX MEPOIPHUITHH,
HaIlpaBJICHHBIX Ha oOecreyeHue 3amuThl HHOOPMAIMU OT HEMPaBOMEPHOTO JOCTYIa, YHUUYTOXEHUS,
MOIU(UITUPOBAHUS, OJIOKMPOBAHUS, KOIMMPOBAHMS, MPEAOCTABICHUSA, PACIPOCTPAHCHHUS, a TaKXKe OT
WHBIX  HEMPAaBOMEPHBIX  JEUCTBMH B  OTHOIICHUM  Takoi  HH(pOpMAaIuu; COOJTIOIEeHIE
KOH(PHUIESHIIUATHPHOCTH HHOOPMAlUK OTPAHMYCHHOTO JOCTYyIMa, peaiu3allii0 TMpaBa HA JOCTYN K
nH(pOpMaIuHu.

Oonaoamens ungopmayuu, onepamop UHPOPMAUUOHHOU CcUCmEMbl 6  CAYUHaAAX,
yCmanoesieHHvlX 3aKoHooamenbcmeom Poccuiickoi @edepayuu, 00a3ansvt obecneuums.

1) mpenorBpalieHre HECAHKIIMOHUPOBAHHOIO JOCTyIa K HWH(popManmuu W (MId) Iepeaadn ee
JUIlaM, He MMEIOIIKMM TIpaBa Ha JOCTYI K MH(pOpMAITUH;

2) CBOEBpEeMEHHOE OOHapyXeHHE (DAKTOB HECAHKITMOHUPOBAHHOTO JIOCTYIA K HHPOPMAIIUH,

3) mnpeaynpexaeHUE BO3MOXHOCTH HEOIAronpusATHBIX TIOCIEACTBHA HApYIICHHS IOPSIKa
J0CTyIa K nHpOpMaIuu;

4) HenOIyIIIeHEe BO3ICHCTBYS Ha TEXHUYECKHIE CPEACTBA 00pa0OTKH MHPOPMAIUH, B PE3YIIBTATE
KOTOPOI0 Hapylaercsi uX QyHKIIMOHUPOBAHUE;

5) BO3MOYKHOCTh HE3aMEIMTEIILHOTO BOCCTAHOBJICHHS MH(POPMAIIUU, MOAU(PUITUPOBAHHON WIIH
YHUYTOXEHHOM BCJICICTBUE HECAHKIIMOHUPOBAHHOTO J0CTYIIA K HEH;

6) IOCTOSTHHBIN KOHTPOJIb 32 00CCIICUCHUEM YPOBHSI 3aIUIICHHOCTH HHPOPMAIIUH;

7) HaxokjaeHue Ha Ttepputopun Poccuiickori ®Deneparmuu 0a3 JaHHBIX HHGPOpPMAIUHU, C
HCIIOJIb30BAHUEM KOTOPBIX OCYIIECTBIISIIOTCS COOp, 3alUCh, CUCTEMATU3AIUs, HAKOIIJIEHUE, XPaHCHHUE,
yTouHeHrue (OOHOBIICHHME, U3MEHEHHE), WU3BJICUCHUE MEPCOHAIBHBIX JaHHBIX TpaxaaH Poccuiickoii
denepanuu.

Deoepanvuuiii 3axkon om 27.07.2006 Ne 149-D3 « O6 ungpopmauuu, unpopmauuonnvix
mexHOoa02uAX U 0 3augume ungpopmayuu (¢ peo. om 19.07.2018)



K npaeosvim meponpusmuam omuocumca pazpadomia 8 OpeaHu3auuu HOpMamugHo-
nPABoBvIX 0OKYMEHMO8, KOMOpble ONPEeiAIont .

- IOPSJIOK MOAKJIFOYEHUSI aBTOMAaTU3UPOBAHHBIX Pa00UYHX MECT COTPYAHUKOB MPEATTPUSITHS
K cetu HTEpHeT;

- HA3HAYEHHE JOCTYyIA K pecypcam cetu MHTepHerT;

- PETUCTPAIUIO MOJIb30BATENS;

- OTpaHUYCHUS MPU padoTe B ceTu VIHTEpHET;

- oOpailleHue B Ipyrue OpraHu3ali OT UMEHH YUPEKICHUS;

- KOHTPOJIb UCTIOJIb30BaHUS PECYpPCOB ce€THU VHTEpHET.

Oonum u3z makux 00Kymenmoe modxcem ovimo «llonosricenue o nopsoke nooKawueHus u

padoomsl a6MOMAMUUPOBAHHBIX PAOOYUX MeCHm COMPYOHUKO8 NPEeOnpusmus 6 cemu
Humepnem).

K opzanuzauuonnviv meponpusmuam 0mHoCUmMCca MEPONPUAMUA KOMODbLE:.

- ONPEACISIOT TOPSAJOK IMOAKIIOUEHUS Pad0UYMX MECT COTPYIHHMKOB K MEXTYHApPOIHOMN
cet HTEpHET M permaMeHTUPYIOT MCIOJIb30BaHue ceTh IHTepHET B yUpeKICHUH,

- HampaBJICHbI Ha TMOBBIMICHUS 3(P(EKTUBHOCTH PAOOTHI COTPYAHHUKOB, HCIOJIB3YIOITUX
AJIEKTPOHHBIE ~HMH(POPMALMOHHBIE pPECYpChl  Mo0anbHONW ceTh HHTEepHET, u  ypOBHS
MH()OpPMAIIMOHHOW  0€30MacHOCTH  JIOKaJbHOW  MH(POPMAIIMOHHO-BBIYUCIUTEILHON  CETH
YUPEKICHUS;

- YCTAHABJIMBAIOT MOCTOSAHHBIM KOHTPOJIb M CHEHUPUKAIMIO BUIOB HHPOpPMAIUU, K
KOTOPOH pa3pelieH J0CTyl TOMY WA HHOMY PaOOTHUKY.




K mexnuueckum meponpusmuiam OmMHOCUMCA _MEPORPUIMUA_NO _8blOODY U
yCcmaHo6Ke MmMEeXHUUYECKUX YyCHIDOUCHL8 u UHDOPMAUUOHHBIX MEXHO0102UlL

(annapamuo-npozpamMmHblX CPeOCchig) KOmopbvle nO360AAI0H OCYULECHBIIAND

- WACHTU(UKAIMIO U AyTEHTU(UKAIIUIO CYOBEKTOB JOCTYIIA U OOBEKTOB JOCTYIIA;

- YIOpaBIICHUE JIOCTYIIOM CYOBEKTOB JIOCTyIla K OOBeKTaM JocTyma (KOHTEHT-
(quibTpanus nHPopMaIun);

- OrpaHUYCHHUE TPOTPAMMHOM CpeIbI;

- 3al[dTa MAIIMHHBIX HOCUTEJIeW HH(pOpMaIIy;

- perucTpaiysi COObBITHI OE30MTaCHOCTH;

- aHTUBUPYCHAs 3all1Ta,

- oOHapyxeHue (MpeaoTBpallleHNE) BTOPKCHUN;

- KOHTPOJIb (aHAJIN3) 3AIUIIIEHHOCTH WH()OPMAIINH;

- o0ecrneyeHre UeI0CTHOCTH NHPOPMALIMOHHON CUCTEMBI;

- 3alIMATa CPEIbl BUPTyaI3ally;

- 3alATa TEXHUYECKUX CPEJICTB;

- 3amuyTa MHMOPMAIMOHHOW CHCTEMBI, €€ CPEICTB, CHCTEM CBA3U WU MEPEaadu
JTAHHBIX;

- BBISIBJICHUE WHIIMIACHTOB (OIHOTO COOBITHSI WJIM TPYNIIbl COOBITHI), KOTOpBIE
MOT'YT TIPUBECTH K COOSIM WM HAPYUICHUIO (DYHKIIMOHUPOBAHUS WHPOPMAIIMOHHOM
CUCTEMBI;

yhnpaBjieHre KoHpUrypauuein nHPopMalMoOHHON CUCTEMBI.




IHpumep nooxknouenuas APM yupescoenun k cemu Humepunem

CerteBon

UHTepHer SKPAH Cepspep

BecnpoerogHoO

\‘ KaHall CBA3MN

CeTeBou
MoY

3%
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CTaHumu




B cBsi3u ¢ HapacTaromuM MI00AJIbHBIM IIPOIIECCOM aKTUBHOTO (POpMHUPOBAHUSA U
IIUPOKOMACIITAOHOTO HCIOJIb30BAaHUSI MH(POPMALIMOHHBIX pecypcoB ceTthu MHTEpHET
ocoboe 3HaueHue ImpuoOperaeT HUHGPOPMAIMOHHAs OE30MaCHOCTh OpraHu3alui,
OPEANPUITAN U YUPEKICHUN, U B MIEPBYIO 0Uepe/ib 00pa30BaTeIbHbIX YUPEKIACHUN IS
JIETEU U MOJIOJEXKMU.

J1s 5TUX 1[eneld HUCMOJIb3yeTCd MporpaMMa OTpaHUYE€HUs] BEO-KOHTEHTA (aHIJ.
Content-control software mim web filtering software), kotopast mo3BojseT OIOKHPOBATH
BE€0-CAlThI C COAECPKUMBIM, HE MPEAHA3ZHAYEHHBIM JJI1 MPOCMOTpa. Tak Ha3bIBAEMBbI
KOHTEHT-(UIBTP.

KoHTeHT-QUIBTP — 3TO YCTPOMCTBO WM MPOTrpaMMHOE olecrieueHue s
(GWIbTpallMd CAUTOB O WX COJACPKUMOMY, HE IO3BOJIAIONICE MOJYYUTh JOCTYH K
ONPEACIEHHBIM caWTaM WM yciayraM cetd HWuarepner. Cucrtema MO3BOJISIET
OJIOKMPOBATh BEO-CANTHI C COJICPKUMBIM, HE TTPEHA3HAYEHHBIM JIJII TPOCMOTPA.

KoHTeHT-puiasTp paboTaer 1O CTAaTUCTUYECKOMY TMPUHIHUMNY, TO €CTh
MOACUYMTHIBACT 3apAHEE ONPEICIEHHBIE CJIOBA TEKCTA M ONPEHCIIET KAaTErOpUI0, K
KOTOPOU OTHOCHUTCSI COAEPKUMOE CAUTA.

[{enbr0 Takux YCTPOMCTB WJIM IPOrPaMM SIBISIETCA OTPAHUYEHHE JIOCTYIIA B
NHTEpHET My WIKOJ, OPEANpUATUNA, PEIUTMO3HBIX OpraHu3alu U T. 1. Yauie Bcero
KOHTEHT-(QWJIBTPBI UCHOJIB3YIOTCA Il OTPAHUYEHHUS TOCTYyIa JJIS JI€Tel U [IOJPOCTKOB,
B Y4YE€OHBIX 3aBEJCHUAX, OMOJMOTEKaX W Ha paboYux MecTax B Pa3JIMYHBIX
YUPEKICHUSAX, a TAK)KE UTPOBBIX KIIyOaxX M MHTEpHET-Kade.



https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%BD%D0%BE%D0%B5_%D0%BE%D0%B1%D0%B5%D1%81%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B0%D0%B9%D1%82
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://ru.wikipedia.org/wiki/%D0%A0%D0%B5%D0%B1%D1%91%D0%BD%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B4%D1%80%D0%BE%D1%81%D1%82%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82-%D0%BA%D0%B0%D1%84%D0%B5

[IporpaMMHBIE CpeACTBA 3alIWThl MHGOPMAIIMU BKJIIOYAIOT MPOTPaMMbl JUISI  HUJICHTU(UKAITUN
MOJIb30BATENC, KOHTPOJA JOCTyma, InudpoBanus UHGPOPMAIMHM, VYAaJeHUS OCTAaTOYHON (paboueii)
uH(popManK TUIIA BPEMEHHBIX (hailJIOB, TECTOBOTO KOHTPOJISI CUCTEMBI 3aIUTHI U JIP.

[IpenmyiiiecTBa MPOrpaMMHBIX CPEJICTB — YHUBEPCAIBHOCTh, THMOKOCTh, HaJCKHOCTb, IPOCTOTA
YCTAHOBKH, CITOCOOHOCTh K MOJAU(PUKAIIMUA U PA3BUTHIO.
Henocratku — orpanndeHHass (YHKIIMOHAJILHOCTh CETH, HCIIOJIh30BAHME YacTU PECypcoB (haiii-

cepBepa W pabouMxX CTaHLMM, BBICOKAsST YYBCTBUTEIBHOCTh K CIyYallHBIM WJIM TpeaHAMEPEHHBIM
M3MEHEHUSIM, BO3MOKHASI 3aBUCUMOCTD OT THUIIOB KOMIIBIOTEPOB (MX allapaTHBIX CPEACTB).

3anuTa Ha YpOBHE ammaparypbl M MNPOrpaMMHOTO OOECHEYEeHUs MPEeayCMaTpUBAET YMNpPaBICHUEC
JIOCTYTIOM K BBIYMCIIUTEIIBHBIM pecypcaM. 3aliuTa Ha YPOBHE JAHHBIX HalpaBjieHa Ha 3aIUTy WHQPOpMAaIUU
py 00paIlleHUH K HeH B IIpoliecce padoThl U Ha 3aIUTy UH(OPMAIIMK TIPU €€ Mepeaye Mo KaHajlaMm CBSI3H.

CpencTBa perucTpaiuy, Kak U CpPeACTBa KOHTPOJS JOCTYyHa, OTHOCATCS K 3(PQEKTUBHBIM METOJaM
samuThl 0T HC/[. OnHako, eciii cpeicTBa KOHTPOJIS JIOCTyIa MpeaHa3HAYeHbI JJIsl MPEIOTBPAIICHUS TaKUX
NIEUCTBUM, TO 3a/1a4a PETUCTPAIIUU — OOHAPYKUTh YK€ COBEPIICHHBIC JEeHCTBUSI.

Onna u3 3amay obOecrieueHHs 0e30MacHOCTU WMHQOpMAIMU sl BCEX CiydaeB Mojb3oBaHus OBM
SABIISICTCSL 3auyuma uHgopmayuu om paspyuwieHuss, KOTOPOE MOXKET NPOU3OWTH IPU IIOATOTOBKE M
OCYIIIECTBIICHUN KaKUX-JIMOO BOCCTAHOBUTEIIBHBIX MEPOIIPUSITUH.

Oco0yr0 0nmacHOCTb NPEACTABIISIOT HPOZPAMMBI-6UPYCHL, KOTOPBIE CO3AIOTCS J1JIsl HApyIIeHUs pabOoThI
KOMITBIOTEPOB — BILIOTH JIO CTUPAHUS HHPOPMAIIUH.

Jlns oOHapyXeHHs U YHaJ€HUS BHUPYCOB CIyXar axHmueupycel. OHU TIOAPA3ACISAIOTCS Ha
CHCIMAIIM3UPOBAHHBICE W YyHUBEpPCAJbHbIC. Pa3nuune 3akiao4aeTcss B TOM, YTO CIEHUAJIU3UPOBAHHBIC
AHTUBUPYCHI MOTYT OOPOTHCS TOJBKO C YK€ HANKMCAaHHBIMH BHUPYCaMH, a YHHBEPCAJIbHBIE — U C €IlE¢ HE
HalMCaHHBIMU. M3 yHHMBEpCadbHBIX AHTHUBHPYCOB OOJBIIIOE PACIPOCTPAHECHUE HMEIOT PE3UJICHTHBIC
AHTUBUPYCHI U MPOrpaMMbI-peBU30pbl. Kpome TOro, s 3amuTbl OT BHUPYCOB HCHOJB3YETCS KOMILIEKC
Pa3JIMYHBIX OPraHU3AIMOHHBIX MEPOIIPUSTHI.




Cdhepbl NporpaMMHoON 3aLWKTb

/

3aluTa AaHHbIX

/

|

\

3alMTa NporpaMm

[

CoxpaHeHue
KOHMDUAEHLMANEHOCTH

CoxpaHeHue
LIeNOCTHOCTH

ObecneuymBaer

KayecTBo 06paboTku

AdHHbIX

HenaeTcs
KOMMepyecKon
TaNHOW

Hanbonee ysassuMa
ans
310y MbILUNEHHMKA

Ocnoenvie HanpaeleHUusA UCnoOJib306aHUA HPOZPQMMHOﬁ 3auwiumol uud)opmauuu:

3amuTa nHpopMaiu ot HCI,
3alyTa IporpaMM OT KOIMMPOBaHUS,
3a1yMTa HHGOpMaIlui OT pa3pylIeHus,
3amyMTa HHGOpMaIlui OT BUPYCOB,
3aIyTa IIPorpaMM OT BUPYCOB,
IporpaMMHas 3aliyuTa KaHaJIOB CBS3HU.




Ilpozpammnvie cpedcmea 3auwgumaot unphopmayuu oenamcs Ha.

- BCTPOEHHBIE CPEJICTBA 3alIUThI UHGOPMAIIUH;

- aHTUBUPYCHBIC MPOrpaMMBbI (AHTUBUPYC) - Mporpamma Jjisi OOHApyKEHHSI KOMIIBIOTEPHBIX BUPYCOB U
JieueHUs] MHPUIMPOBAHHBIX (ANSIOB, a TakXke Jis1 NPO(UIAKTUKUA - MPEJOTBPAILCHUS 3apakeHus (ailiioB
WM ONEPallMOHHOM CHCTEMbI BPEJOHOCHBIM KOJIOM;

- CIEIMAIN3UPOBAHHBIE MPOTrPAMMHbBIC CPEICTBA 3alMTHI MH(OPMAIUK OT HECAHKIIMOHUPOBAHHOTO
noctymna (00Ja7alT B LEJIOM JYUIIMMH BO3MOXKHOCTSIMU U XapaKTEpPUCTUKAMK, YEM BCTPOEHHBIE CPEIICTBA).
Kpome mporpamMm mumdpoBaHuss U KpUNTOrpadUUECKUX CUCTEM, CYIIECTBYET MHOTO IPYTUX HOCTYIHBIX
BHEIIHUX CPEACTB 3aIUThl UHPOPMAITUH.

- MEXCETEBBIC DKPaHbI (TaKKe Ha3bIBaeMble OpaHaMayIpaMu wiu (aripBoiaMu). Mexay JOKaJIbHOU H
100aJbHOM CETSIMU CO3AIOTCS CIEUANIbHBIE MPOMEXYTOUHBIE CEPBEPHI, KOTOPbIE HWHCIEKTHPYIOT U
(GUIBTPYIOT BECh MPOXOAAIINN Yepe3 HUX TpadUK CETEeBOr0/TPAaHCIOPTHOTO YPOBHEH. ITO MO3BOJISIET PE3KO
CHU3UTh YIPO3y HECAHKIIMOHUPOBAHHOTO JOCTYIA M3BHE B KOPIOPATUBHBIE CETH, HO HE YCTpaHSET 3Ty
OMACHOCTh TMOJHOCTHIO. boiiee 3amuiieHHass pa3HOBUIHOCTh METOa — JTO CIOCO0 Mackapaja
(masquerading), korma Bech HCXOISIIUI U3 JOKAILHOM ceTn Tpaduk mockuiaercs ot umenu firewall-cepsepa,
Jenas JOKaJbHYI0 CETh MPAKTUYECKH HEBUIUMOM.

- proxy-servers (proxy — J0BEpEHHOCTb, JOBEPEHHOE JHII0). Bech Tpahuk ceTeBOro/TpaHCIIOPTHOTO
YPOBHEU MEXY JIOKAJbHON M I7100aJbHOM CETSMHU 3allpeliaeTcsl MOJTHOCTHIO - MAapIIPyTU3aAIUs KaK TaKoBas
OTCYTCTBYET, a OOpallleH!s U3 JOKAJIbHOW CETH B IIOOATbHYIO MPOUCXOMAST Yepe3 CHelHralbHbIe CEpPBEPHI-
nocpenHuku. OYeBUIIHO, YTO MPU 3TOM oOpalieHusi U3 NI00AJbHOW CETH B JIOKAJbHYIO CTaHOBSITCS
HEBO3MOXXHBIMU B MPUHIMINE. DTOT METOJ HE JlaeT JIOCTAaTOYHOW 3alllMThI MPOTHUB aTak Ha 0oJiee BHICOKHX
YPOBHSIX - HampuMep, Ha YPOBHE MPUIIOKEHUs (BUPYCHI, Koz Java u JavaScript).

- VPN (BupTyasibHasi 4acTHasi C€Th) MO3BOJSIET MEpelaBaTh CEKPETHYIO MH(OPMAIMIO YEpe3 CETH, B

KOTOPBIX BO3MOXKHO MPOCITYIIMBAaHUE Tpaduka moCTOpoHHUMU JtonbMU. Vcnons3yemble TexHonoruu: PPTP,
PPPOE, IPSec.




lNporpaMMHble
cpeacTBa 3awuThl

Peructpauus
NaeHTudukaums || ONPEAeneHne KOHTpOnb pau VHUUTOXKEHME
npas CpeacTs U CMrHanusauus o| | Bcnomoratens-
TeXHUYECKUX paboTel - || vndopmaumn B
TEXHUYECKMNX nonb3oBaTeneu HEeCaHKUMOHUPO-| | Hbleé NporpaMmbl
CpeacTs, 3aaad, TEXHUYECKUX 3Y nocne
cpeacTs, npuv obpaboTke BaHHbIX pasnuyHoro
Maccusos 1 3aja4y u CPEACTS 3aKpbITOM 3aBEpLUEHUA encTBuAX Ha3HaYeHus
nonb3oBarTenen A . | | none3oBaTenen P paboThl A
none3oearenemn MHpOopMaunm
KoHTpone paboTsl | | ABTOMaTu4yeckoe
MexaHu3Ma npocraeneHue
3alUnThI rpuda




3awyuma ungopmayuu om HeCAaHKYUOHUPOBAHHO20 0OCMYRA

JInst  3amuThl  OT YYXKOrO BTOPKEHHUS 00S3aTEIBHO  IPEIYyCMAaTPUBAKOTCS
omnpeAcieHHble Mephl Oe3omacHOoCTU. (OcoOble  (QYHKIMH, KOTOPHIE JOJKHBI
OCYIIECTBIATLCS NPOTPAMMHBIMU CPEACTBAMH, 3TO:

- uaeHTU(UKAIUS O0BEKTOB U CYOBEKTOB,

- pasrpaHuycHuEe (MHOIZA TOJHAsI M3O0JISIIMSA) JOCTYylla K BBIYUCIUTEIbHOU
TEXHHUKE,

- KOHTPOJIb W PETUCTPALINs NCHCTBUN ¢ HH(DOPMALIMEN U MPOTrpaMMaMH.

B npouenypax uaeHTUPUKAIIMN UCTIOJIb3YIOTCS PA3TAYHBIE METOMBI:

- POCTHIE, CI0KHBIC U OJHOPA30BBIE TTAPOJIH,

- 0OMEH BOIIPOCAaMM U OTBETAaMHM C aJIMUHUCTPATOPOM,

- CpE€ACTBa aHaIM3a UHAUBUAYaJIbHBIX XapaKTEePUCTHK,

- KJIFOYHW, MAarHUTHBIE KapThl, 3HAYKHU U T.1.,

- CHIEUMAJIbHbIE UACHTU(DUKATOPBI WK KOHTPOJIbHBIE CYMMBI JJIs alllaparyphl.

[lociie naeHTH(UKAINY 3aIMUTA OCYILIECTBISIETCS HA 3 YPOBHSX:

- anmnaparyphl,

- IPOrPaMMHOI0 00€CIEeYCHMUS,

- TAaHHBIX.



Knaccuguxkayua cucmem 3auyumol om HeCAaHKYUOHUPOBAHHO20 00CMYNna
Cuctembl 3alllUThl KOMIIBIOTEPA OT YYKOTO BTOPJKEHHUSI BECbMa Pa3HOOOpa3HbI
KJIACCU()ULIMPOBATHCS MO CIAEAYIOIIUM IPYIIIaAM:

U  MOTYT

- CpeaCTBa COOCTBEHHOM 3aIIUTHI, MPEIYCMOTPEHHBIE OOITUM MPOTPAaMMHBIM 00€CIICYEHHEM;
- CPEJICTBA 3AIUTHI B COCTABE BHIUUCIUTEILHON CUCTEMBI,
- CpEJICTBA 3AIUTHI C 3aMPOCOM UH(MOPMAIINH;

- CpEICTBA NACCUBHOM 3aIIUTHI U T.J.

_—

CpeactBa
cob6CTBEHHOM
3alMThl

INeMeHTbl 3alMThl,
npucyLLune camomy
NporpaMmMHOMy
obecneyeHnio unu
conpoBoXxaawLue
ero npoaaxy
W NpenaTcTeyoWwme
HE3aKOHHbIM
OENCTBUAM

CpeactBa NporpaMMHOM 3aLUNTbI

CpeacTBa 3aWiuThl
B COCTaBe
BbIYNCNUTENBHOMN
CHUCTEMBI

CpencTBa 3alUMThI
annapaTtypbl, ANCKOB U
WTATHbLIX YCTPONCTB.
Mpwn ncnonb3oBaHUm
Takux CpeacTe
onepauuoHHasa cpeaa
B OT/IMYME OT LUTATHOro
PEXWUMa MOCTOAHHO
N3MEHAETCA, NOCKONbKY
BbINONHEHWE
nporpamMM 3aBUCKT
OT onpegeneHHbIX
AEUCTBUNA,
cneuransHbIX Mep
NpeaoCTOPOXHOCTEN
n YCNOBUWWA,
rapaHTUpYroLWMX
3aWmTy

Cpeactea 3awmnThl

— C 3anpocom —

WHboOpMaLMun

TpebyioT aAns ceoei
paboTkl BBOAA
LOMONHUTENbHOW
WHMOPMaLMK C Uenblo
naeHTUdUKaumm
NOSIHOMOYMIA
nonb3oBarenen

Cpeactea

— aKTUBHOW —

3alluUTbI

NHuunupyroTcs
NpW BO3HMKHOBEHWHK
0cobbIX 06CcTOATENLCTB:
- BBOAE HENPaBWALHOIO
napons
- YKa3aHuu
HenpaBWIbBHOW AaTbl
WNU BpEMeHHU
npu 3anycke
nporpmMamMm
- NONbITKax AocTyna K
MHbOpMaLMK
6e3 paspeweHua 1 T.n.

o

CpeacTea

— NaccUBHOM —

3alMUThI

HanpaeneHbl Ha
npeaocTepexeHue,
KOHTPOJb, MOUCK YNMK U
AOKa3aTeNbCTB C Uenblo
co34aHns 06CTaHOBKM
HeoTBpaTUMMOro
pacKkpbITUA
npecrynneHus




3amuTa HHGoOpMaLNHi 0T KONMUPOBAHUS

3awmpuma  uHgopmauuu om - KORUPOBAHUA  PeaiU3YemCA
8bINOJIHEHUEM PAOA (PYHKUUU, AGAAWUXCA O00WUMU O 6cCex
cucmem 3auiumaol.

nAeHTU(UKAITUS CPEAbI, U3 KOTOPOI OyIeT 3aIllyCcKaThCsl mMporpaMma,

ayTeHTU(PUKaALMS CPEAbl, U3 KOTOPOH 3aIlyllleHa IMporpamMmma,

peaKIus Ha 3alyCK M3 HECAaHKIMOHUPOBAHHOHN cpenbl (CBOIMTCS K
BbIJa4€ COOOIICHUI),

perucTpanms CAaHKIIMOHUPOBAHHOIO TOCTYIIA,

IPOTUBOACUCTBUE U3YUCHUIO aJITOPUTMOB PAOOThl CUCTEMBI.



3amuTa nepcoHaJbHbIX JaHHbIX PA00THUKOB
KaK OJMH U3 Coco00B odecreueHus
Kuodep0e30nacHoOCTH,
MPOTUBOACHCTBUA COBEPIICHUIO BO3MOKHBIX
TePPOPUCTUYECKUX AKTOB.

@enepaabHbiid 3aK0oH oT 27.07.2006 Nel52-D3
«0O nmepcoHaJIbHbIX JaHHBIX»



OcHoOBHBIE HOPMAaTUBHO-NIPABOBLIC AKThI,
PEIVNIAMEHTUDPYIOIIINE paﬁoTy C NEPCOHAIbHBIMMU JaHHBIMMU

1. Deoepanvhuvtii_zakon_om_27.07.2006 N 149-dD3 «06 unpopmauuu, ungopmayuorHHvix
MEXHOI02UAX U 0 3auiume UHpopmayuuy

24 Deoepanvhbiii 3akon om 27.07.2000 No 152-D3 «O nepconaibHblX OAHHBIX)

3.  Hocmanoenenue Ilpagumenvcmea P® om 21.03.2012 No 211 «O6 ymeeprcoenuu nepeuns
Mep, HAanpaeieHHvIX Ha obdecneueHue BbINOAHEHUA 00A3AHHOCMENl, NPedyCMOMPEHHBHIX
Deodepanvhbim 3akoHom «O NEPCOHANTBHBIX OAHHLIX) U NPUHAMBIMU 6 COOMEEHMICHEUU C HUM
HOPMAMUGHLIMU NPABOBLIMU AKMAMU, ONEPAMOPAMU, AGAAIOUWUMUCA 20CYOAPCMECHHBIMU UU
MYHUUUNATIbHBIMU OP2AHAMUY

4.  Ilocmanognenue Ilpasumenvcmea P® om_01.11.2012 Ne 1119 «O6 ymeepicoenuu
mpeoosanuil K 3auqume NEPCOHAIbHLIX OAHHBIX NPU UX 00padOmKe 8 UHPOPMAUUOHHBIX CUCHIEMAX
NepPCOHAIbHBIX OAHHBIX)

5. IHpukaz @®CTIK PD om_11.02.2013 Ne 17 «O6 ymeepycoenuu Tpebosanuii o 3awume
uHpopmayuu, He cocmasnaOuiell 20Cy0apCcmeeHHyI0 MailHy, COO0epIHCauielicsa 8 20Cy0apcmeeHHbIX
UHDOPMAUUOHHBIX CUCHIEMAX)

6. Ipuxaz OCTIK PD® om 18.02.2013 Ne 21 «O6 ymeepircoenuu cocmasa u cooepicanus
OP2AHU3AUUOHHBIX U MEXHUUECKUX Mep no obecneyeHuro 0e30nacHOCmu NepcoHAIbHbIX OAHHBIX
npu ux oopadomike 8 UHPOPMAUUOHHBIX CUCMEMAX NEPCOHAIBHBIX OAHHBLX)

7. Ipuxkaz @CHb P® om_10.07.2014 Ne 378 «O6 ymeepicoenuu cocmasa u cooepicanus
OP2AHU3AUUOHHBIX U MEXHUUECKUX Mep no obecneyeHuro 0e30nacHOCmu NepcoHAIbHbIX OAHHBIX
npu ux oopadomke 6 UHPOPMAUUOHHDBIX CUCHIEMAX NEPCOHATbHBIX OAHHBLIX C UCNOb308AHUEM
cpeocmeé  Kpunmoezpaguueckou 3awiumosl UHGopmauuu, HEOOXO0UMBIX 011 6bINOJIHEHUA
ycmanoenennvlx Ilpasumenvcmeom P® mpebosanuii K 3auiume NEPCOHANbHBIX OAHHLIX OJ1A
Kax)c0020 u3 ypoeHeil 3auuyéHHOCmU)




Ilepconanvnvie dannvle — nw0das unHopmayus, OMHOCAMAACA NPAMO UIAU KOCBEHHO

ONPeOe1IEHHOMY UIU ONPeoeIaemMomy uzuueckomy auyy (cyoveKkmy nepcoHanbHblX OAHHbBIX).
Deoepanvuutit 3akon om 27.07.2006 Ne 152-D3 «O nepconanbHblXx OAHHBIX)

CyObeKT MEPCOHANBHBIX MAHHBIX — (DU3HMYECKOE JIHUII0, KOTOPOE MNPSMO WM KOCBEHHO
OMPEACIICHO UJIU OINPEESIIEMO C TOMOIIBIO NTEPCOHATBHBIX JTAHHBIX.

Takum oOpazom, JenaeM BBIBOJ, 4TO HH(OpMaIMs, KOTOpas MPsSMO WM KOCBEHHO HE
yKa3bIBaeT Ha KOHKPETHOE (hU3UUECKOE JIUIIO MEPCOHATBLHBIMU JAHHBIMU HE SIBJSETCS.

Onepamoput u unvle auya, noayqueuiue 00Cmyn K nepcoHaAabHbIM OAHHBIM, 00A3AHbL HE
PACKpbleams mpemvpum JUUamM U He PACHPOCMPAHAMb NEePCOHANbHbIE OAHHble De3 co2nacus
CyObeKma nepcoHanbHblX OAHHBIX, eC/IU UHOE He NPEdyCMOMPEHO hedepabHbIM 3AKOHOM.

Xpanenue nepcoHanbHulX OAHHBIX OO0NANCHO OCYUWECMEIAMbCA 8 hopme, no3eonaouie
onpeoeaums Cy0beKma nepcoHAIbHLIX OAHHBIX, He 00blie, YeM 3IMmo20 mpeodyom ueiu
00pabomKu nepcoHanbHLIX OAHHBIX, €C/IU CPOK XPAHEHUA NEePCOHATbHBIX OAHHBLIX He
ycmanoeiex gheoepanvrvim 3AKOHOM, 002080pOM, CMOpPOHOIL KOmopoz2o,
8blc000Onpuodpemamenem Ui  NOpyduUmeIeM HO  KOMOPOMY  A81AAemcA  CyObeKm
nepconanvnvlx  Oannvlx. QOoOpadamvieaemvle  NEPCOHAIbHBIE  OAHHbBIE  NOOAEHCAM
YHUUMONCEHUIO TUO0 00e3TUYUCAHUI0 N0 OOCHMUNCEHUIO Uenell 00padomKu uau 6 ciayuae
ympamusl He00X00UMOCHMU 6 OOCHUMNCEHUU IMUX Uueeil, eciu UHoe He NPeOyCMOmPEHO

gheodepanvrnvim 3aKoHOM.
@Deoepanvnuiii 3akon om 27.07.2006 Ne 152-D3 «O nepconanbHblX OGHHBIX)




IlepcoHanbHbIC JaHHBIC, B 3aBUCHMOCTH OT Iieded HX O0O0paOOTKH, MOXKHO
pa3aeInTh Ha HECKOJIBKO KAaTErOPUN:

- 001Ie10CTYNHBIE (JaHHBIE, JOCTYN K KOTOPBIM MPEAOCTABICH HEOIPAHUYECHHOMY
Kpyry JHUI[ C coIjacus CyObeKkTa IEPCOHANBHBIX JaHHBIX HJIH Ha KOTOPHIE B
COOTBETCTBUM C (PeaepalibHbIM 3aKOHOM HE pacHpOCTPAHAKOTCS TpeOOBaHUs
COOTIOACHMST KOH(DUICHITUAIBHOCTH);

- crelyanbHble  (Kacaroliyuecs pacoBOM, HAIMOHAJbHONW  IPUHAJJICIKHOCTH,
HNOJIMTUYECKUX B3IJISIJIOB, PEIUTHO3HBIX W (PUIOCOPCKUX YOCKIEHUM, COCTOSHUS
3JI0POBbSI, HHTUMHOM >KU3HU);

- OuomMeTpuyeckue (xXxapakTepusyrliue (pUu3H0I0TrHUecKue 0COOCHHOCTH YEJIOBEKa
M Ha OCHOBE KOTOPBIX MOKHO YCTAHOBHUTH €0 JIMYHOCT ).

Onepamop  nepcoHanvHBLIX  OAHHBIX -  20CYOAPCHIBEHHBLI  OpP2aH,
MYHUUURATBbHBLI OpP2aH, OpududecKkoe uiu @Qusuueckoe auyo, CamocmoamenbHo
UIU COBMECHHO C Opy2UMU JAUUAMU Op2aHusylowue u (uau) ocyuwiecmensaouiue
00padoOmKy nepcoHaIbHbIX OAHHLIX, A4 MaKyce onpeoenarouiue ueau o00padomiku
NEePCOHANIbHBIX OAHHBIX, COCMAB NEPCOHAIbHBIX OAHHbBIX, NOOd1eHcauux oopaoomke,
oelicmeus (onepauyuu), cogepuiaemovle ¢ NEPCoOHANbHBIMU OAHHBIMU.

Deoepanvuotii 3axkon om 27.07.2006 Ne 152-D3 «O nepconanvbHvlX OAHHBIX)




Oopabomka nepcoHanvbHuIX OAHHBIX - J1000e Oelicmeue (onepauus) uiu COB0KYHRHOCHLb
oelicmeuil (onepauuii), co6epuLAEMbIX C UCHOIAb306AHUEM CPEOCHE ABMOMAMU3AUUU UdU 0e3
UCHOIb306AHUA MAKUX CPeOCmeE ¢ HNePCOHATbHLIMU OAHHLIMU, GKAIOYaAsA CcOOp, 3anuco,
cucmemamuszayuio, HaAKoONjieHue, XpaHeHue, ymouynenue (00Hoe1eHuUe, UIMEHeHUue), u3eieueHue,
Ucnov3oeanue, nepeoauy (pacnpocmpanenue, npeoocmaejieHue, O00Cmyn), o0oOe3IuUUBaAHUE,
O10KUposanue, yoaneHue, yHUUmMOoMHceHue nepCcoHaIbHblX OAHHbIX.

IpuHIUIBI 00PA0OTKH MEPCOHANBHBIX TAHHBIX

1. Ob6pabomka nepcoHANbHBIX OAHHBLIX OONAHCHA OCYWLECMEIAMBCA HA 3AKOHHOU U
CHpPagedIueoil 0CHOge.

2. Qopabomka nepcoOHANbHLIX OAHHBIX OONANHCHA OZPAHUYUBAMBLCA  OOCHIUIICCHUEM
KOHKpDEemHbulX, 3apanee onpeoeieHnvlx u 3akounvix uenei. He oOonyckaemca oopadomka
nepPCOHAIbHBIX OAHHBIX, HECOBMECHIUMAA C UEIAMU COOPA NEPCOHATIbHBIX OAHHBIX .

3. He oOonyckaemcsa o00veouHnenue 0a3 OAHHBIX, COOEPIHCAULUX NEPCOHATbHBIE OAHHbLE,
00padomKa KOmopPvIX 0CYUeCmeiAemcs 8 Ueisax, HeCOBMeCHUMBIX MeHCOY coOoil.

4. Oopadoomke noonexcam moabKo NEPCcoOHAIbHbIE OAHHblE, KOMOpPble 0MeEeuarom Ueaam uUx
oopadomku.

5. Cooepycanue u o00vem 00padamMvIBACMBIX NEPCOHANLHBIX  OAHHBIX  00JIHCHbL
COOMEENCcmeo8ams 3aa6/1eHHbIM ueaam oopavomku. Oopadamoeleaemole nepcoHaibHbvle OAHHbIE HE
00J12HCHBL ObIMb U3OBIMOUHBIMU NO OMHOUIEHUIO K 3AA8/ICHHBIM UEIAM UX 00padoOmKuU.

6. Ilpu oopabomke nepcoHaIbHBIX OAHHBLIX OONHCHBI OblMb 00ecneueHvl MOUHOCHIDb
NEPCOHAIbHBIX OAHHBIX, UX OOCHIAMOYHOCHIb, A 8 HEeOOX00UMBIX CAYUAAX U AKMYAAbHOCHb NO
OMHOUWECHUIO K UeIAM 00padomKu nepcoHanvHvlx Oanuvix. Onepamop O007)ceH NPUHUMAMb
Heo0xo00umbvle mepuvl TUOO obecneuugamy UX NPUHAMUE NO YOAITEHUIO AU YHOYHEHUI0 HENOJIHbIX
U1 HEMOYHBIX OAHHDIX.

Deoepanvustii 3akon om 27.07.2006 Ne 152-D3 «O nepconanbHblx OAHHBIX)



YciaoBus 00padOTKHU NEPCOHAIBHBIX JAHHBIX
(Deoepanvnuotit 3akon om 27.07.2006 Ne 152-D3 «O nepcoHaibHbIX OAHHBIX))

1. Oobpabomka nepcoHANbHBLIX OAHHBLIX OO0JANCHA  OCYUWLECMEIAMBCA C
CcOOnwoeHuem  NPUHUUNOE U  HPABUd,  NPEOYCMOMPEHHBIX  HACHOAUWUM
Deoepanvuvim 3axkonom. QoOpadomika nepcoHAIbHLIX OAHHLIX OONYCKACMCA 8
C1e0yIouuUX Cyuanx.

1) o6padomka nepconanbHbiX OAHHBIX OCYULECMBIACMCA C CO2NACUA CYObEeKma
NepPCOHAIbHBIX OAHHBIX HA 00PAOOMKY €20 NEePCOHAIbHBIX OAHHbBIX

2) oopabomKa nepcoHAIbHBIX OAHHBIX HEO0OX00UMA 011 00OCHMUICEHUA uenell,
NPEOyCMOMPEHHBIX MeEHCOYHAPOOHbIM 002080pom Poccuiickou Dedepauuu unu
3AKOHOM, 011 OCYULECMBIeHUA U BbINOJIHEHUA B03/10HCEHHBIX 3AKOHOOAMENbCMEOM
Poccuiickoit @edepauuu na onepamopa ynkuuil, NOJTHOMOYUN U 00A3AHHOCMEN,

3) oOpabomka nepcoHaIbHBIX OAHHBIX OCYULECHEIIACMICA 6 C8A3U C YUACHUEM
JAUUA 6 KOHCHUMYUUOHHOM, 2ZPAHCOAHCKOM, AOMUHUCHIPAMUBHOM, Y207106HOM
Cyoonpou3eo0cmaee, Cyoonpou3e00Ccmaee 6 apoumpaxcHovlx cyoax,

3.1) oobpabomka nepcoHAIbHLIX OAHHBIX HEOOXO00UMA O UCHOHEHUS
CY0eoOH020 aKma, aKkma o0pyz020 Op2aHa Uau OO0JAHCHOCMHO20 AUUA, NOOJIeHCAUUX
UCHOIHEHUIO 8 cOOmeemcmeuu ¢ 3akonooamenvcmeom Poccuiickou Dedepayuu 00
UCROTHUMESIbHOM RPOU3600cmee (oajiee - UChONHEeHUue CYy0eOH020 aKkma);



4) obOpabomka nepcoHANbHLIX OAHHBLIX HEOOX00UMa 011 UCHOJIHEHUS
NOJIHOMOYUI  (PedepanbHblX  OP2aH08  UCHOJIHUMENbHOU  6]1ACHU, OP2AHO8
20CY0apCmMEEHHBIX  BHEDI00MCEMHBIX  (POHO08,  UCNOJIHUMETbHBIX  OP2AHO8
cocyoapcmeennou enacmu cyovekmoe Poccuiickou Dedepayuu, opecanos mecmmuozo
CAMOYNPAGIACHUA U @QYHKUUL Op2aHu3zauuil, y4acmeyliouwux 6 npeoocmaesieHuu
COOMEEMCMBEHHO 20CY0APCMEEHHBIX U MYHUUUNATIbHBIX YCY2, NPEOYCMOMPEHHBIX
®Deoepanvnvim 3akonom om 27.07.2010 ANe 210-@3 "O6 opzanuzayuu
npeooCmaeieHus  20CY0apCmeEeHHbIX U MYyHUUUnaivHvlx ycaye', exkaouan
peucmpauuro  cy0OveKkma  nepcoHANbHBIX OAHHLIX HA  eOUHOM  nopmane
20CY0apCmMEEHHBIX U MYHUUYURAIbHBLIX YCaye U (Uau) pecuoHaANbHbIX NOPMAIax
20CY0apCcmeeHHbIX U MYHUYURATbHBIX YCI1Y2;

5) oopabomka nepconanbHblX OAHHBIX HEOOXO00UMA 011 UCHOTIHEHUA 0020604,
CHOPOHOU KOmMOpo2o Jubdo evicooonpuodpemamenem uiu nopyuumenem no
KOmopomy saensiemcsa cy0veKkm nepcoHabHbIX OAHHBIX, 4 MaKdce 014 3aKAI0UeHUA
002060pa no uHuuuamuee cyoObeKma NepPCcOHATbHLIX OAHHBIX UAU 002080pPA, HO
KOmopomy cyovekm nepcoHaIbHbIX OaHHbBIX 0yoem ACNAMBCA
8bl12000NpuUOOPemamenem Uil ROpyYumesnem,

6) obOpadomka nepcoHAIbHBIX OAHHBIX HEOOXO0UMA ONA 3AWUMBL HCUZHU,
300P06bA UNAU UHBIX MHCUZHEHHO GAXNCHBLIX UHMeEpeco8 CyOveKma nepcoHanbHbIX
OAHHbBIX, eC/1U NOJIYYCHUE CO2NaAcUsa CyObeKma nepcoHanbHblX OAHHBIX HE60IMONHCHO;



1) o6pabomka nepcoHaIbHLIX OAHHBIX HE00X00UMA OJ1 OCYULeCEICHUA NPA6
U 3AKOHHBLIX UHMEPEco8 onepamopa ujiu mpemvux Jaul, 6 mom 4ucie 8 Cayuasx,
npedycmompennvix Deoepanvhuvim 3akonom "0 3auwume npaé u 3aKOHHBIX
UHmMepecos u3uuecKux auy npu OCYyuieCmejleHUU OeamenbHOCmU no 6038Pamy
NPOCPOYEHHOU 3A00HCCHHOCMU U O 6HeceHuu usmenenuii ¢ DeoepanvHuvlii 3aKOH
"0 mukpogunancogoii oeamenvHocmu u MUKpopuHancogvlx opzanuzauuax'’, 1uoo
071 00CMUNCEHUA 00UEeCMBEEHHO 3HAUUMbBIX Yellell npu YCaoeuu, Ymo npu I3mom He
Hapyuwiaomcsa npasa u c600600vl cyoveKkma nepcoHaIbHblX OAHHbBIX;,

8) oOpabomka nepcoHanNbHLIX OAHHBIX HEOOXO0UMA O OCYWLECHBICHUSA
npogheccuonanbHOU 0eamelbHOCHU HCYPHAAUCma u (unu) 3aKOHHOU 0eamelbHOCmu
cpeocmea Maccoeou uHgopmayuu JaAuUOGO HAYUHOU, JTUMEPAMYPHOU UIU UHOU
mMeEopUeCcKou 0esimelbHOCmU NPU YC/108UU, YO NPU IMOM He HaAPYULalomcsa npasa u
3aKOHHblEe UHmEPeChl CYObEeKma NepCcoOHAIbHbIX OAHHBIX;

9) o6pabomka nepconanbHbIX OAGHHBIX OCYULECIBIACCA 6 CHAMUCMUYECKUX
UJIU UHBIX UCC/1e008AMENbCKUX UETAX, NPU YC108UU 00A3AMETbHO20 00e3T1UYUCAHUA
nepCcoHaIbHbIX OAHHBIX;,



10) ocywmecmensemca o0Opabomka  NEPCOHANBHLIX  OAHHBIX, OOCHIYH
HEOZPAHUUECHHO20 KPY2a Ul K KOMOPbIM RPE00CMAsieH CyObeKmom nepCcoHaAbHbIX
OAHHBIX JUOO0 no e20 npocvOe (Odanee - nepconanvbHvle OAHHbBIE, COC/IAHHbBIE
00ULe00CMynHBIMU CYOBEKMOM REPCOHATbHBIX OAHHDBIX);

11) ocywmecmensnemcsa o00padbomka nepcoHANbLHBLIX OAHHBLIX, NOOAEHCAWUX
ONYOIUKOGAHUIO UMW  00A3AMETBHOMY  PACKPLIMUIO 6  COOMEEHMCHEUU C
gheoepanvrvim 3aKo0HOM.

1.1. Oopabomka nepconaIbHbIX OAHHBIX 00BEKMOB 20CYy0apCmMEEeHHOU OXPAHbL U
YJ1€HOB UX CeMell OCYULeCMBAAEMCA C YUemom 0CcobeHHocmell, NPedyCMOMPEHHbIX
Deoepanvhvim 3akonom om 27 masa 1996 zooa N 57-D3 ""O zocyoapcmeennoii
oxpane'’.

2. Qcobennocmu o00pabomkKu cneyuaIbHbLIX Kamezopuii nepCcoHAIbHbIX
OAHHBIX, A MAKMHce OUOMempuUUecKUX NePCOHAIbHBLIX OAHHBLIX YCHIAHABUBAIOM CA
coomeemcmeernno cmamovamu 10 u 11 nacmoauwiezo Pedepanvho2o 3aKoHaA.



/l Par149  /o 
/l Par182  /o 

3. Onepamop enpase nopyuums 00padGOmMKy NEPCOHATIbHBIX OAHHBIX OPY2OMY JUUY C
cozanacusn cydveKma nepcoHanbHulX OAHHBIX, €CllU UHOe He NPedyCMOmpeHo (eoepaibHbim
3AKOHOM, HA OCHOGAHUU 3AKIIOYAEMO20 C 3IMUM JUUOM 002080pa, 6 MOM HuUc]e
20CY0apCMEEHHO20 WU  MYHUUUNAIAbLHO20 KOHmMpaKma, Ju00 nymem  HNPUHAMUA
20CY0apPCMEEHHBIM UIU MYHUUYUNAIbHBIM OP2AHOM COOmEemcmeyuieco akma (oanee -
nopyuenue onepamopa). Jluuo, ocywecmenawuiee 00padbomky nepcoHaAnbHbIX OAHHBIX NO
nopyuenur) onepamopa, o00A3aHO Cco0OM00AMb NPUHUUNBL U NPAGUIA 00PAOOMKU
NEPCOHAIbHBIX OAHHBIX, npedycmompennvle Hacmoawum DedepaivHvim 3aKoHom. B
nopyuenuu onepamopa O00iCHbL Oblmb OnpedeneHvl nepedeHsv oeucmeuil (onepauuil) c
NEPCOHAIBHBIMU OAHHBIMU, KOmMOpble OyOoym CO8epUIAMbCA JUUOM, OCYULECH BAAIOUUM
00padoOmKy nepcoHanbHuIX OAHHBIX, U UeaU 00padoOmKu, 007XHCHA O0blmb YCMAHOG/1EHA
00A3AHHOCMb MAK020 JUUA COONI00amb KOHGUOEHUUATbHOCHb NEPCOHATIbHBIX OAHHBIX U
o0ecneuueamo 0€30NACHOCHb NEPCOHAIbHBIX OAHHBIX NPU UX 00padomkKe, a maKce O0NAHCHbI
Oblmb yKazanvl mpebdoeanun K 3auiume o00padamvleaemvlx NEPCOHANLHBIX OAHHBIX 6
coomeemcmeuu co cmamaeil 19 nacmoawezo DedepaibHo2o 3aKoHd.

4. Jluuwo, ocywecmenarouee 00padOmKy nepcoOHANbHBIX OAHHBIX NO HNOPYYEHUIO
onepamopa, He 004a3aH0 ROJYUaAmdb co2iacue cyoveKkma nepcoHanbHvlX OAHHbIX HA 00padOMmMKYy
€20 NepCcOHAIbHBIX OAHHBIX.

5. B cayuae, echu onepamop nopyuaem 00padomiky nepCOHAIAbHBIX OAHHBLIX OPY2OMY
JIUYY, OMEECMCHEEHHOCHLb neped CyObeKmom nePCoOHAIbHBIX OAHHBIX 3a OeUCM U YKA3ZAHHO20
auya Hecem onepamop. Jluyo, ocywecmenaouwee o0padoOmKy nepcoOHAIbHLIX OAHHBIX NO
nopy4eHuio onepamopa, Hecem OmeemcmeeHHOCmb neped Onepamopom.



/l Par297  /o 

Aemomamusupoeannaa  00padOmKa  NEPCOHANbHBLIX  OAHHBLIX -
00padOmKa nepcoHAIbHLIX OAHHBIX C HOMOULbIO CPEOCHIE BbIYUCTUMETbHOU
MEeXHUKU.

Deoepanvnotit 3akon om 27.07.2006 Ne 152-D3 «O nepconaibHbIX OAHHBIX)

Oopabomka nepcoHaAbHBIX OAHHBIX HeE ModXcem Oblmb NPUHAHA
OCYyUWLeCmBIAEeMOU C UCNOTIb30BAHUEM CPEOCHE AGMOMAMU3AUUU HOJIbKO HA
moM  OCHOGAHUU, UMO  NEPCOHANbHbIE OAHHbIE  Co0epHcamcsa 6
UHDOPMAUUOHHOU cUuCmeMe NEePCOHATNbHBIX OAHHBIX JIUO0 Obllu U36/1€4eHbl
u3 Hee.

Hocmanoenenue Ilpasumenvcmea P® om 5.09.2008 Ne 687 «Oo6
ymeepocoenuu Ilonosrxxcenusn 00 ocooennocmax o0padoomKu nepcoHaIbHbIX
OAHHDBIX, OCYULECMBTIAEMOU 0€3 UCNOIb30BAHUSA CPEOCHIE8 AGMOMAMU3AUUL)

Hugpopmayuonnasa cucmema nepcoHaibHbIX OAHHBIX - COBOKYNHOCHLb
cooeprcamuxca 6 0a3zax OAHHLIX NEPCOHAIbHBIX OAHHBIX U 00eCneuUusaouiux
UxX 00padomKy UHPOPMAUUOHHBIX MEXHOI0ZUU U MEXHUYECKUX CPEOCME.

Deoepanvnotit 3akon om 27.07.2006 Ne 152-D3 «O nepcoHabHbIX OAHHBIX)



Kareropuu mHPpOPMALMOHHBIX CHCTEM MEPCOHAIBbHBIX JTAHHBIX

HUngopmayuonnan cucmema aensemca uHGOPMAYUOHHOU cucmemoil, oo0padbamuvlearoueil
cneyuaibHvle Kamezopuu nepcoHaIbHbIX OAHHbBIX, eC/lU 6 Hell 00padamvlearomcs nepcoHaIbHvle OaHHbIE,
Kacawouwjuecs pacoeoil, HAUUOHAIbLHOU NPUHAODIEHCHOCHU, NOTUMUYECKUX 832711008, PENUZUOZHBIX WU
gunocoghckux yoexrcoenuit, cocmoanus 300p08b:, UHMUMHOU HCUZHU CYOBEKM 08 NePCOHATbHBIX OAHHBIX.

Hngopmayuonnan cucmema aensemca uHGOPpMAYUOHHOU cucmemoil, oopabdbamuvlearouienl
OuomempuuecKkue nepcoHaIbHvle OAHHbBle, €CAU 6 Hell 00padamvlearomcsa c6e0eHus, Komopule
xapakmepusyrom @Qu3uonozuveckue u duonouiecKue 0co0eHHOCmu 4en06exKa, Ha OCHOBAHUU KOMOPbIX
MOMCHO YCMAHOBUMb €20 JAUYHOCHb U KOMOpble UCHONAb3YIOMCA ONEpamopom O YCHAHOGIeHUA
JUYHOCMU CYObeKma NePCOHANbHLIX OAHHBIX, U He 00padamwvlearomca C6e0eHUs, OMHOcAuUecs K
CREeYUAIbHBIM Kame20PUsam nepcoHaIbHbIX OAHHBIX .

HUngopmayuonnan cucmema aensemcsa uHGOPpMAYUOHHOU cucmemoil, oopabamuvlearouien
00uwiedocmynHovle nepcoHanbHvle OAHHblEe, €ClU 6 Hell o00padbamvlearomcs nepPcoHaAIbHbIe OaHHblE
CYObeKmo8 NepcoOHAIbHBIX OAHHBIX, HNOJIYYEHHble MOAbKO U3 O00Ue00CHYNHBIX UCHIOYHUKOG
NEPCOHAIBHBIX OAHHLIX, CO30AHHBIX 6 coomeemcmeuu co cmamoveii 8 Deodepanvnozo 3axona "0
nepcoHanbHbIX 0aHHbBIX" .

Hngpopmayuonnas cucmema aensaemcsa uHGOpMaAyUOHHOU cucmemoil, oopadamuléarouieii uHvle
Kamezopuu nepcoHaibHblX OAHHBIX, eC/lU 6 Hell He 00padamuvlearomca nepcoHanbHbvle OaHHble, YKA3AHHbLE
6 ad3auax nepeom - mpemvbem HACMoAULe20 NYHKmMA.

Hnghopmayuonnan cucmema sagiaemcsa uHGopmayuoHHoU cucmemoil, 00padamuleéarouieil nepcoHaIbHble
OaHHble COMPYOHUKOB ONepamopa, eciiu 8 Hell 00padamuvleéaron csa nepcoHaIbHble OAHHbBLE MOTbKO
YKA3aHHBIX COMPYOHUKO08. B ocmanvubix ciyuasax ungopmayuonnas cucmema nepcoHaibHblX OAHHBIX
A61AA€M CA UHPOPMAYUOHHOIL CUCHEMOTL, 00padambléarouiell nepconaibHvle 0aHHble CYObEKM o8
NEePCOHAIbHBIX OAHHBIX, He AGIAIOUUXCA COMPYOHUKAMU Onepamopa.

Ilocmanoenenue Ilpasumenscmea Poccuiickoii @edepavuu om I noaopa 2012 2. Ne 1119

«00 ymeeporcoenuu mpedosanuil K 3auiume nepcoHaibHblX OAHHBIX NPU UX 00padomKe 6

UHGOPMAUUOHHBIX CUCHEMAX NEPCOHAIbHBIX OAHHBIX



Iloo axkmyanvnbimu_yepo3amu_0e30nACHOCHU__NEPCOHATIbHBIX _OAHHbLIX HOHUMAEMCA
COBOKYNHOCMb  YCl08uil U (haxkmopos,  cO30aWuUx  AKMYaiabHYl)  ONACHOCHLb
HEeCAHKYUOHUPOBAHHO20, 6 MOM HUCE CYYAUH020, O0CHYNA K NEPCOHATIbHBIM OAHHBIM HPU
ux oopaoomke 6 UHGOPMAUUOHHOU cucmeme, pe3yVIbmaAmoMm KOMopo20 MO2yH. CHamp
YHUUmMOMCEeHUe, uMeHeHue, Onoxupoeanue, Konupoeanue, npedocmaeienue,
pacnpocmpanenue nepcoHanbHblX OAHHBIX, A MAKXHce UHble HeNnPABOMEPHbIE OCUCHBUA.

Yepozvr 1-20 muna akxmyanvust 0131 uH@opmayuonHoll cucmemsl, eciu 01 Hee 6 mom
yucie - aGKmyaabHul  Yepo3vl,  CEA3AHHbBIE C  HAJAUYUEeM - HEOOKYMEHMUPOBAHHBIX
(HeoeKknapuposannvix) 603IMOMCHOCHEN 6 CUCHMEMHOM HPOZPAMMHOM  O0OecheueHuu,
UCRO1b3YEMOM 8 UHPOPMAUUOHHOU cucmeme.

Yepo3vl 2-20 muna akmyanvHol 011 UHPOPMAUUOHHOI CUCHEMDL, eCllU 01 Hee 6 MOM
yucie - aKmyanapbHul — Y2po3bl,  C8A3AHHbBIE C  HAAUYUEM  HEOOKYMEHMUPOBAHHBIX
(HedeknapupoeanHvix) 603MONCHOCHIECH 6 NPUKAAOHOM HPOSPAMMHOM OOecheueHuu,
UCNOIb3YeMOM 8 UHOPMAUUOHHOU cucmeme.

Yepo3vt _3-20 _muna axmyanvHol 012 UHGOPMAUUOHHOU cucmeMbl, eciu O0asa Hee
AKmyajibHbol  y2po3bl, He  C6A3GHHBlIe  C  HaAIUUUEM HeOOKYMEeHMUpPOBAHHbIX
(HedeknapupoeanHvix) 603MONCHOCHEN 6 CUCHEMHOM U HPUKAAOHOM RPOZPAMMHOM
obecneueHuu, UCNOIb3YEMOM 8 UHPOPMAYUOHHOU cucmeme.

Onpeodenenue muna yzpo3 0€30nacHOCMU NEPCOHANbHBIX OAHHBIX, AKMYAAbHBIX O
UHGOPMAYUOHHOUI cucmeMbl, NPOU3BOOUMCA ONEPAMOPOM C YUEHOM OUEHKU BOIMONCHO20
epeoa.

Hocmanoenenue Ilpasumenvcmea Poccuiickoit @eoepavyuu om 1 noaopsa 2012 2. Ne 1119
«00 ymeepicoenuu mpeodosanuil K 3auiume nepcoHabHulX OAHHBIX NPU UX 00padoOmKe 6
UHGOPMAUUOHHBIX CUCMEMAX NEPCOHATbHBIX OAHHBLX)




Mepsbl 110 00ecrie4yeHu0 0€30MaCHOCTH MEePCOHAJBLHBIX JAHHbIX NP UX 00padoTKe

Onepamop npu 06padomke nepcoHaAbHLIX OAHHBIX 00A3aH NPUHUMAMb HE00X00uMble
npaeoevle, OPAHU3AUUOHHbBIE U MEXHUYECKUe Mepbl Uiu odecneqyueamsv ux npuHamue 0
3auumosl NEPCOHAIbHBIX OAHHBIX OM HENPABOMEPHO20 UIU CAYUAUHO20 O00CHIYNA K HUM,
YHUUMONCEHUA, U3MEHEeHUA, O10KUposanus, KORUpoeanusi, npeoocmaegneHus,
pacnpocmpanenusl nepcoHAIbHbIX OAHHbBIX, @ MAKX}Ce OM UHBIX HENPABOMEPHBIX OeUCmEUll 6
OMHOUEHUU NEePCOHAIbHBIX OAHHbBIX .

Oobecneuenue 6e30nacHOCmMu NEPCOHANBHBIX OAHHBIX 00OCMUZACHICA, 8 YACHIHOCHU

1) onpedenenuem yzpo3 6ezonacHocmu nepcoHAIbHLIX OAHHBIX NPU UX 00padomkKe 6
UHDOPMAUUOHHBIX CUCIEMAX NEPCOHATbHBIX OAHHbBIX;

2) npumenenuem OpPAHU3AUUOHHBLIX U MEXHUYECKUX Mep Hno obecneueHuro
0e3onacHocmu nepcoHaAIbHBIX OAHHBLIX NPU UX 00paAdOmMKe 8 UHGOPMAUUOHHBIX CUCHEeMAX
NEPCOHAIBHBIX OAHHBIX, HEOOXO00UMBIX OJ11 6bINOJIHEHUA MpPedosaHull K 3auiume
NEPCOHAIbHBIX  OAHHBIX, UCHOJHEHUe  KOmOopulX  obecneuusaem  yCMAHOG/IEHHbLE
Ilpasumenscmeom Poccuiickou Dedepauuu ypoenu 3auiuieHHOCMU REPCOHANbHBIX OAHHbBIX ;

3) npumenenuem npoweOWMUX 6 YCHMAHOBNEHHOM HNOPAOKe NPOUEoypy OUEHKU
COOmMEemcmeus Cpeocme 3auiumal UHGpopmayuu;

4) ouenxout IPphexmuenocmu npuHUMAEMbiX mMep noO obecheueHulo 0e3onacHocmu
NEPCOHANbHBIX OAHHBIX 00 66004 6 IKCHIYAmauur) UHOOPMAUUOHHOU CUCHIEMbL
nepCcoHaIbHbIX OAHHbBIX;

5) yuemom mamunnslx Hocumeneil NepcoOHATbHBIX OAHHBIX,

6) ooHapyscenuem pakmos HeCAHKYUOHUPOBAHHO20 0OCHYNA K NEPCOHATIbHBIM OAHHBIM
U npuUHAmMUEM mep;



7)  eoccmanosleHUEM  NEPCOHAIBHLIX  OAHHBIX,  MOOUDUUUPOBAHHBLIX  UIU
YHUYM OMHCEHHBIX 6C/1€0CM8UE HECAHKYUOHUPOBAHHO20 0OCHYNA K HUM,;

8) ycmanoenenuem npaeun 0oocmyna K nepCcOHANIbHbIM OAHHbIM, 00pPAOAMbBIEAEMBIM 6
UHDOPMAYUOHHOU cucHeme NePCOHAIbHBIX OAHHBIX, A MakKyce odecneueHuem pecucmpanuu
U yuema 6cex Oe€UCHMGEUI, COBEPUIAEMBIX C NEPCOHANbHBIMU OAHHLIMU 6 UHGOPMAUUOHHOU
cucmeme nepcoHaIbHLIX OAHHbBIX;

9) Kommponem 3a npuHUMaAEMbIMU MepAMU NO O00ecnedeHur) 0Oe3onacHocmu
nepPCOHAIbHBIX OAHHBIX U YPOGHA 3AUUUCHHOCMU UHPOPMAUUOHHBIX CUCHEM NEPCOHAbHBIX
OAHHBIX.

Ilpasumenvcmeo Poccuiickoii @Dedepauuu ¢ yuemom 603IMONCHO20 6peda CyObeKny
NEPCOHANbHBIX OAHHBIX, 00beMa U COOePHCAHUA 00padamvléaemvlx NEePCOHATbHLIX OAHHbIX,
6U0a OeamenbHOCmU, NPU OCYULeCMEICeHUU KOMOpOo20 00padamwvleéaromcsa hnepcoHaibHble
OaHHble, AKMYAIbHOCHU Y2P03 0€30NACHOCMU NEPCOHANbHBIX OAHHBIX YCHAHABIUBAECHL !

1) yposnu 3awuwienHocmu nEPCOHANLHBLIX OAHHLIX HPU UX 00padomke 6
UHDOPMAYUOHHBIX CcUCmEMAX HEPCOHATNbHLIX OAHHBIX 6 3A6UCUMOCHU Om  y2Po3
0ezonacnocmu IMuUX OAHHBIX;

2) mpebosanusa K 3auume HEPCOHAIbHLIX OAHHBLIX HPU UX 00padomke @
UHDOPMAYUOHHBIX CUCMEMAX NEPCOHANBHBIX OAHHBIX, UCNOJIHEHUE KOMOPLIX oDecnevusaem
YCHAHOBIEHHbIE YPOBHU 3AUAUULEHHOCMU NEPCOHATbHBIX OAHHbBIX;

3) mpebosanus K mamepuaibHbIM HOCUMENAM OUOMEMPUYECKUX NEPCOHATbHBIX
OAHHBIX U MEXHON02UAM XPAHEHUA MAKUX OAHHBIX 6He UHPOPMAUUOHHBIX CUCHeM
NepPCOHAIbHBIX OAHHbIX .

Deoepanvustii 3akon om 27.07.2006 Ne 152-D3 «O nepconanbHblx OAGHHBIX)



Ilpu o0pabomke nepcoHANIbHBLIX OAHHBIX 6  UHMOPMAUUOHHBIX  CUCHIEMAX
ycmanaeausaromca 4 yposHsa 3auuuieHHOCHU NePCOHAIbHBLX OAHHbIX.

Heob6xooumocmo obecneuenun 1-20 ypoeHa 3auiuuieHHOCHIU _NEPCOHATbHBIX OAHHbIX
npu ux oopadomke 8 UHPOPMAYUOHHOU cucmeme YCMAHABIUBACHICA NPU HAAUYUU XOM A Obl
00HO020 U3 C1e0yIUUX YC/108UI.

@) 011 UHPOPMAYUOHHOU CUCHEMbl AKMYATbHBL Y2Po3bl 1-20 muna u ungopmayuonna
cucmema oopadamvieaem JaUOO cCneyUaIbHBIE KAME2OPUU NEPCOHATIbHBIX OAHHBIX, JAUDO
ouomempuueckue nepcoHaibHble 0aHHbIE, TUO0 UHbLEe KameZoPUU NePCOHANbHBIX OAHHBIX ;

0) 011 UHPOPMAYUOHHOU cUCmEeMbl AKMYATbHBL Y2PO3bl 2-20 MUNA U UHDOPMAUUOHHAA
cucmema oopadamvieaem CHEUUAIbHbIE KaAmMeopuu NnepCcoHANbHbIX OAHHBLIX 00/1ee uem
100000 cyovexkmoe nepconanvnwvix OAHHBIX, HE ABAAIOUWUXCA COMPYOHUKAMU ONEPAmMOpa.

Jlna obecneuenusn 1-20 yposHa 3auiUUieHHOCHIU _NEPCOHANbHLIX OAHHBIX NPU UX
0Opabomke 6 UHDOPMAUUOHHBIX CUCEMAX NOMUMO MPEDOBAHUIL, NPEOYCMOMPEHHBIX 014 2 -
20 _VPOGHA 3AUAUUEHHOCMU_NEPCOHAIbHBIX OAHHBIX, HEO0OX00UMO 6bINOJIHEHUE CeOyIOUiUX
mpeoosanui’

@) asmomamuueckas pecucmpauus 6 IIeKMPOHHOM JHCYpHAe 0e30nacHocmu
UBMEHEHUA NOJIHOMOYUU COMPYOHUKA Onepamopa no O00Cmyny K NepCOHANbHLIM OAHHBIM,
cooeprHcauuMca 6 UHPOPMAYUOHHOU cucmeme,

0) co30aHue CMpPYKMYPHO20 NOOPA30ENEeHUA, OMBENCMBEECHHO20 34 o00ecneuenue
0e30nacHocmu nepcoHaIbHbIX OAHHBLIX 8 UHGOPMAUUOHHOU cucmeme, TUDO 803/10)CeHUe HA
00HO U3 CMPYKMYPHBIX NOOPA30e1eHuil PYHKUUIL RO 00ecnedyeHu0 makoi 0e30nacHoCmu.

Hocmanoenenue Ilpasumenvcmea Poccuiickoit @eoepavyuu om 1 noaopsa 2012 2. Ne 1119
«00 ymeepicoenuu mpeodosanuil K 3auiume nepcoHabHulX OAHHBIX NPU UX 00padoOmKe 6
UHGOPMAUUOHHBIX CUCMEMAX NEPCOHATbHBIX OAHHBLX)




Heobxooumocms obecnevenus 2-20 ypoeHA 3auiUU{€HHOCIU_NePCOHAIbHBIX OAHHBIX NPU UX 00padomke 6
UH(OPMAUUOHHOU cucmeme YCIAHA8IUBACMCA NPU HATTUYUU XOM A 0bl 00HO20 U3 CT1E0VIOULUX YCTI0BUIL:

a) 01 UHGOPMAUUOHHOU cucmemvl aKkmyaabHvl y2po3vt l-20 muna u ungopmayuonnan cucmema
oopabamuieaem 00uie00cnyntole nepPcoHalbHble OAHHbIE;

0) 0na UHGOPMAUUOHHOI cUCmeEMbl AKMYAbHbL YZPO3bl 2-20 MURA U UHOOPMAUUOHHAA CcUcCHEMA
oOpadamvieaem cneyuaibHvle KAmMe2opuu NEPCOHAIbHLIX OAHHBIX COMPYOHUKO8 ONepamopa uiu cneyuaibHvle
kamezopuu nepconanvuolx oanuvix menee yem 100000 cybdvexkmoe nepconanvHbiXx OAHHLIX, HE AGNANOULUXCA
COmMpPYOHUKAMU Onepamopa,

8) 014 UHPOPMAUUOHHOU CUCHEMbl AKMYAIbHbL Y2PO3bl 2-20 MUNA U UHDOPMAUUOHHAA cucCmeMa
oopabamvieaem 6uomempuyeckue nepcoHaIbHovle OaHHbIE;

2) 011 UHDOPMAUUOHHOU cucmemMbl AKMYAIbHbL Y2PO3bl 2-20 MUNA U UHPOPMAUUOHHAA CUCHEMA
obpabamovieaem ooweoocmynuole nepconanvHole oannvte 6onee wem 100000 cyovexkmos nepconanbHvix 0aHHBIX,
He AGIANWUXCA COMPYOHUKAMU Onepamopa,

0) 011 UHMOPMAUUOHHOU CUCHEMbl AKMYATIbHbBL YZPO3bl 2-20 MURA U UHMOPMAUUOHHAA CcUCmeMd
obpabamovieaem unvle kamezopuu nepconanbhovix oanuvix donee yem 100000 cyovexkmos nepconanvHblx 0aHHBIX,
He AGIANUUXCA COMPYOHUKAMU Onepamopa,

e) 0/a UHPOPMAUUOHHOU cuCmeEMbl AKMYAIbHbL Y2Po3bl 3-20 MUNA U UHDOPMAUUOHHAA cucmema
oopadamvieaem cneyuaivhovle Kamezopuu nepconanvuovix oarnnvix oonee uem 100000 cyovexmoes nepconanvnovix
OAHHbBIX, He AGTAIUUXCA COMPYOHUKAMU Onepamopa.

Jlna obecneuenus 2-20 ypoSHA 3AUUULEHHOCHU _NEPCOHAIbHLIX _OAHHbLIX HpU UX o00padomke 6
UHMOPMAYUOHHBIX CUCMEMAX HOMUMO 6bINOJIHEHUA MmPedo8aHUll, NPEeOyCMOMPEHHLIX 01 3 -20 YPOGH:A
3AUUUEHHOCIU NEPCOHAIbHBLIX OAHHBIX, HEOOX00UMO, YUMODbL 0OCHYN K COOEPHCAHUIO IIEKMPOHHO20 HCYPHANA
COOOWeHUTL ObL1  803MOMCEH UCKAIOYUMENAbHO 0711 OO0JMCHOCHHBLIX AUy (padomuukoe) onepamopa uiu
YROJIHOMOYEHHO20 JIUUA, KOMOPbIM CEEOeHUs, Ccooepyicauiuecss 6 YKA3AHHOM MCypHaie, Heo0X00umvl O0JiA
BbINOJIHEHUA CTIYHCEOHBIX (MPYO0BbIX) 00A3aAHHOCHEI.

Ilocmanoenenue Ilpasumenscmea Poccuiickon @edepavyuu om 1 noaopsa 2012 2. Ne 1119
«00 ymeepitcoeHuu mpeodosanuil K 3auiume nepCcoHabHbuIX OAHHBIX NPU UX 00padomKe 6 UHPOPMAUUOHHBIX
cucmemax nepcoHanbHLIX OAHHBIX)




Heooxooumocms obecneuenus 3-20 YPOBHA 3AUIUUIEHHOCHIU HNEPCOHAIbHBLIX OAHHBIX HPU UX
00paoomke 6 UHDOPMAUUOHHOU cucmeme YCHMAHACIUCACHMCA HNPU HAJAUYUU XOMA O0bl 00HO20 U3
C1e0yI0UUX YC106UI.

@) 0711 UHGOPMAUUOHHOU CUCMEMbl AKMYAbHbBL Y2PO3bl 2-20 MUNA U UHDOPMAUUOHHAA cUCmeMa
oopabamvieaem  0Ouwe0ocmynHvle  NEPCOHAbHbIE  OAHHbIE  COMPYOHUKO8  Onepamopa  uiu
obwedocmynuvte nepconanvhvie oannvlie menee yem 100000 cyovexkmoe nepconanvHvix OAHHBIX, He
ABNAIOUUXCA COMPYOHUKAMU Onepamopa,

0) 012 uHoOpMaAUUOHHOU cuCmeEMbl AKMYAIbHbL Y2PO3bl 2-20 MUNA U UHPOPMAUUOHHAA cuCmeMa
oOpabamovieaem uHvle Kamecopuu HNEPCOHANbHLIX OAHHBLIX COMPYOHUKO8 ONEpamopa uiu uHvle
kamezopuu nepconanvuvlx oannvix menee uem 100000 cydvexkmoe nepconHanvHbIX OAHHBIX, He
AGTAIOUUXCA COMPYOHUKAMU Onepamopa,

8) 011 UHMOPMAYUOHHOI cuCmeMbl AKMYAIbHBL Y2PO3bl 3-20 MUNA U UHPOPMAUUOHHAA CUCHeMA
oOpabamovieaem cneyuaibHvle Kamezopuu NEepPCcOHAIbHBIX OAHHBLIX COMPYOHUKO8 Onepamopa uiu
cneyuanbHvle kamezopuu nepconanvhvlx oannvix menee uem 100000 cydovekmos nepconanvHuvix 0anHHBbIX,
He AGNAIOUWUXCA COMPYOHUKAMU onepamopa,

2) 01 UHMOPMAYUOHHOIL cuCHmeMbl AKMYATIbHBL Y2PO3bl 3-20 MUNA U UHGOPMAUUOHHAA cUCHEMA
oopabamovleaem duomempuyeckue nepconanvbHvle OaHHbLE,

0) 0711 UHPOPMAYUOHHOIL CUCEMbl AKMYATbHBL Y2PO3bl 3-20 MUNA U UHDOPMAUUOHHAA cucCmemMa
oopabamovieaem unvle kamezopuu nepconanvHuix oannvix oonee ywem 100000 cyovexkmoe nepconanvhvix
OAHHbBIX, HE AGNAIOUWUXCA COMPYOHUKAMU Onepamopa.

Jlna obecneuenusn 3-20 YpOBHA 3AUW{UUWLEHHOCHMU NEPCOHAIbHBIX OAHHBIX NpU UX oOpadomke 6
UHGOPMAUUOHHBIX CUCMEMAX NOMUMO 8bINOJIHEHUA MPeO06aHUll, NPEOyCMOMPEHHBIX 0114 4 -20 YpOBHA
3QUIUULEHHOCI U _NEPCOHAIbHBIX OAHHBLIX, HE00X00UMO, Umoobl 0bl10 HAZHAYEHO OO0JAHCHOCHIHOE JIUUO
(pabomnuk), omeemcmeeHHbli 34 o00ecneyeHue  0E30NACHOCMU  NEPCOHANBHBIX  OAHHBIX 8
UHGOpMauuoHHnoil cucmeme.

Ilocmanoenenue Ilpasumensvcmea Poccuiickoit @edepavuu om I noaopa 2012 2. Ne 1119
«00 ymeepicoenuu mpedosanuii K 3auiume nepcoHaIbHblX OAHHBIX NPU UX 00padomke 6
UHDOPMAUUOHHDBIX CUCMEMAX REPCOHAIbHBIX OAHHbBIX))




Heooxo0oumocmsb odecneuenusn 4-20 yposHsa 3auiUule HHOCHU NEPCOHAIbHBIX OAHHBIX NPU UX
00padomke 6 UHPOPMAUUOHHOU cUCHeMe YCMAHABAUBACMCA NPU HATUUUU XOMA Obl 00HO20 U3
C1e0yIuWUX YC108UIL:

a) 011 UHPOPMAUUOHHOU CcUCHmEMbl AKMYAIbHbL Y2po3bl 3-20 Muna U UHGOPMaAUUOHHAA
cucmema oopadbamuiéaem oouLe00CmynHble NePCcoHaAIbHbIE OAHHDbLE,

0) 01 UHGOPMAUUOHHOU cucmembl AKMyaabHbl y2Po3bl 3-20 MURA U UHGOPpMAUUOHHAA
cucmema oopabamuoleaem UHble KAMe2OPUU NEPCOHAIbHBIX OAHHBIX COMPYOHUKO8 Onepamopa uiu
unvle kamezopuu nepconanvuovix oannvix menee yem 100000 cydovexkmos nepconanvrvlx 0aHHbIX, HE
ABNAIOUUXCA COMPYOHUKAMU Onepamopa.

Jlna obecneuenun 4-20 yposHa 3auiuieHHOCMU NEPCOHATIbHBIX OAHHBIX NPU UX 00padomke 6
UHGOPMAUUOHHBIX CUCHEMAX HEOOX00UMO BbINOTIHEHUE CE0YIOUUX MPedOoBaHUl.

@) opzanuzauusn pexcuma odecneueHus 6e30nacHOCmuU nOMeuw|eHull, 8 KOMOopPbIX PazmeuieHa
UH(OpMauUoOHHan  cucmema, - NPENAMCHIBYIOULE20  603MOMCHOCHIU  HEKOHMPOIUPYEMO20
NPOHUKHOBEHUA WU NPEObIBAHUA 6 IMUX NOMEUWCHUAX JIUl, He UMEIWUX NPAasa 00Cmyna 6 mu
nomeuleHu;

0) obecneuenue cOXpaHHOCMU HOCUM N el NePCOHATIbHBIX OAHHbIX,

8) ymeepiicoeHue pyKogooumesiem onepamopa OOKyMeHma, Onpeoenalouie2o nepeueHs Jauy,
0ocmyn KOmopwvlx K NEePCOHAIbHbIM OAHHBIM, 00padamvleaemvim 6 UHEPOPMAUUOHHOU cucmeme,
He00X00uM 011 6bINOJIHEHUA UMU CIYHCEOHBIX (MPYO08bIX) 00:A3aAHHOCH

2) UCRnOb308aAHUE CPEOCmE 3auiumsl UHGoOpmayuu, npoweouwux npoueoypy OueHKuU
coomeemcmeusi mpebosanuam 3axonooamenvcmea Poccuiickou @Dedepauyuu ¢ ooaacmu
obecneuenua o0OezonacHocmu uHgopmayuu, 6 ciaydae, K004 HNPUMEHEHUE MAKUX CPeocme
He00X00UMO 011 HeUMPAIU3IAUUN AKMYATbHBIX Y2PO3.

IHocmanoenenue Ilpasumenvcmea Poccuiickou @edepayuu om 1 noaopa 2012 2. Ne 1119

«00 ymeepicoenuu mpedosanuil K 3auiume nepCcoHAIbHbIX OAHHBIX HPU UX 00padomKe 6

UHGOPMAUUOHHBIX CUCMEMAX NEePCOHATIbHBIX OAHHBIX))




CIHIACHUBRO
3A BHUMAHHUE!



